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Understanding the Problem
A practical demonstration of
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Results
• Coordinated Disclosure with Cybersecurity and Infrastructure 

Security Agency (CISA), Department of Homeland Security
• Vendor has developed a patch to address the security issues
• Best Paper Runner-Up at the VehicleSec ’24 Symposium
• Best Demo at the VehicleSec ’24 Symposium, Feb 26, 2024
• Viral News Coverage

Network and Distributed System Security (NDSS) Symposium 2024
26 February - 1 March 2024, San Diego, CA, USA
ISBN 1-891562-93-2
https://dx.doi.org/10.14722/vehiclesec.2024.23047
www.ndss-symposium.org

Mandated technology without security 
requirements will likely lead to exploitable 

vulnerabilities. 



Responsible 
Disclosure



https://www.theregister.com/2024/03/22/boffins_tucktotruck_worm/  

https://www.theregister.com/2024/03/22/boffins_tucktotruck_worm/


Describing the CyberX Challenges
Part of the solution is to train people to address security of critical infrastructure.
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What is the X in CyberX Challenge?
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• X = Industry with cyber-physical systems
– CyberAuto Challenge
– CyberTruck Challenge
– CyberTractor Challenge
– CyberBoat Challenge

The Cybersecurity & Infrastructure Security Agency (CISA) 
in the Department of Homeland Security (DHS) has 
identified 16 critical infrastructure sectors whose systems 
are of paramount importance to the modern way of life.



CyberX Challenge Events Relation 
to Systems Engineering 

“By 2035, cyber-security will be as foundational a perspective 
in systems design as system performance and safety are 
today. The systems engineering discipline will grow to become 
even more interdisciplinary, embedding cyber expertise into the 
team to ensure cyber is considered through the full system life 
cycle.”
 -Page 37, INCOSE VISION 2035

“A wide range of education and training programs provide 
systems engineers the requisite systems  engineering 
fundamentals, and help them continue to stay abreast of 
advances in practice and technologies.”
 -Page 44, INCOSE VISION 2035

“Challenge-based, hands-on education, and training of 
integrated methods and approaches evolves.”
 - Page 60, INCOSE Vision 2035
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Mission Statement
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Concepts from INCOSE Vision 2035 map to the Mission Statements



Stakeholders
• Industry

– Build community
– Establish relationships
– Learn about their products

• Academia
– Students see opportunities
– Professors learn state of the 

art
• Security Researchers

– Demonstrate capabilities
– Business development

• Government
– Understand operating 

environment
– Build connections
– Keep public safeIndustry partners network with their peers at the 2024 CyberTruck Challenge.
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CyberTractor Challenge
Details regarding the
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Hansen Center, Iowa State University
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Tractors provided by John Deere, Case New Holland and Agco



Hands-on Learning with Tractor Equipment
• J1939, CAN, and ISOBus
• Wireless Systems
• Embedded Linux Hacking
• Open Source Intelligence 

(OSINT) Gathering
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www.cybertractorchallenge.org

http://www.cybertractorchallenge.org/


Practical Classroom Environment
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CyberBoat Challenge
Details regarding the
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CyberBoat 
Challenge

• Inaugural Event 
at Michigan 
Tech Univ.
– May of 2022
– Houghton, MI 

(Upper 
Peninsula)Students connected to the NMEA2000 network on a 

Mastercraft X30



Co-located Classroom and Learning Platform (Boat)
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Students get unique 
opportunities to apply 
theory on the water



Schedule 
Highlights
Industry experts teach 
specialty classes
Last day is reserved for free-
form assessments and 
student reports



Maritime Automatic Identification System (AIS) (in)security



Wireless Systems 
and 

Software Defined 
Radio (SDR)





Grace Maritime 
Cyber Testbed

• Hands on with a large 
vessel simulator



NMEA 2000
Decoding Example

• can0 0DF50B81 42 B5 08 00 00 00
00 FF

0D – Priority ( 0b0000 1101 = 3)
DF50B – Water Depth PGN (0x1F50B)
81 – Dynamically Claimed Source 
Address
42 – Sequence ID (0x42 = 66)
B5 08 00 00 – Depth (0x8B5 = 
2,229*0.01m = 22.29m = 73.13ft)
00 00 – Offset (zero)
FF – Maximum Depth Range (Not 
Available)
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Smart Buoy Hacking

Mentors 
work with 

students to 
explore 

cybersecurit
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Connecting to the 
CAN Bus on the Boat

Students had their 
own connection to 

the NMEA2000 
network.



Student 
Presentations



CyberBoat 
Challenge
Sponsorship
• Michigan Tech Univ. provided 

housing
• Systems Engineering at Colorado 

State Univ.  provided meals and 
travel

• Students provide their own travel
• We towed the boat from CO to MI

– Yes, that’s snow on the ski boat



Goal: Rotating regional events culminating with the 
CyberShip Challenge on a large vessel.

Great 
Lakes

West 
Coast

Gulf 
Coast

East 
Coast



CyberTruck Challenge
Details regarding the
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Class of 2024 at the Macomb Community College in Warren, MI 
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For 2024, there 
were 46 students 

from 29 
universities.
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Sponsorship covers the costs for student 
travel, venue, catering, staff, instructors, etc.

All Cyber Challenge events 
are organized as independent 

non-profit entities.
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Truck 
Networks
• Instructor: 

Amy Koefod,
• Navistar
Objectives:
• Learn to interpret 

SAE J1939 
Messages

• Python scripting 
to probe 
networks
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Wireless Systems

2-6 July 2024 www.incose.org/symp2024 #INCOSEIS 36



2-6 July 2024 www.incose.org/symp2024 #INCOSEIS 37

Vehicle Hacking 2



Systems Modelling for the
Cyber Challenges

Bringing it together through
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Model-Based Systems Engineering

• SysML as the 
Language

• Catia Magic Systems 
of Systems Architect 
for the tool

• Magic Grid Method 
(partial)

• Added the Mission 
Statement as part of 
the stakeholder 
needs.
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Cyber Challenge Event Composition 
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Example Requirements for the Venue
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Requirements on Conducting the Event
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Modeled Activities for the Cyber Events
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Modeling Comments
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• Modeling enhances thinking, organizing, and 
communicating about the different events.

• Identifies shared and common resources.

Tractor Connector Boat Connector Truck Connector



Residual Benefits
Industry realizes

2-6 July 2024 www.incose.org/symp2024 #INCOSEIS 46



Expansion of the Definition of the System

• Many approaches limit 
the scope to the vehicle 
itself.

• Attackers may utilize 
diagnostics and 
maintenance systems.
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CyberX Challenges Focus on Systems as Built

• Embedded Systems 
binaries may include 
undocumented features.

• Firmware may be 
extracted through JTAG.

• Systems models may not 
include the as-built 
features in the executable. 
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Cyber Challenge Alums in Industry
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Alumnus 
as a 

Mentor

Alumnus 
as a 

Mentor

Alumnus 
as a 

Mentor

Transition of 
students to 

industry 
demonstrates 

mission 
success.



System Complexity Outpaces Security Posture

• New trucks have new 
technology, like 
Automotive Ethernet.

• Fleet system trackers 
may leak data on open 
MQTT brokers.

• Adversaries have 
complete physical 
access to the system.
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2024 Volvo VNL with Automotive Ethernet
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Security breaches may become scapegoats for crashes
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Concluding Remarks
• Hands-on security 

assessments inspire 
students.

• Security Researchers 
often know aspects of 
systems better than the 
system owner.

• The Cyber Challenge 
events facilitates growth of 
an industry’s security 
posture.

• A systems model was 
developed to describing 
the Cyber Challenge 
events.

• We need more talent to 
address security concerns 
keep pace with innovation.

• Cyber attacks on critical 
infrastructure can have 
devastating results.

• Exposure to adversarial 
thinking is beneficial to 
Systems Engineers.
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