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RESEARCH OVERVIEW

Motivation

o Autonomy in engineered systems reduces human

workload and involvement in hazardous missions.

Integrating autonomous systems into an existing
System of Systems (SoS) evolves it into a System of
Autonomous Systems (S0AS)

Autonomy comes in many levels (LoAs), each
associated with uncertainty and risks that makes the
SoAS integration and evaluation challenging

Contribution

Leverage the Unified Architecture Framework and Object
Oriented Systems Engineering Method (OOSEM) and
develop an MBSE Method to

o conduct a comprehensive analysis within the MBSE

environment to identify the LoA impacts, and

o facilitate the integration of autonomy with existing

SoSs
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LEVELS OF AUTONOMY (LOA)

« Traditional definition of autonomy in SoS:
* Managerial and Operational autonomy: Constituent systems operate and are managed independently.

» Definition of autonomy in Al and autonomous systems:

« The ability of a system to sense, perceive, analyze, communicate, plan, make decisions, and act/execute, to achieve its goals
as assigned independent of human intervention.

* LoA refers to a set of autonomous capabilities provided by a system, depending on its Al technology.
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The concept of LOA is missing in SoS, as defined in Al/ML literature, but it is

crucial to be considered in SOAS



PROBLEM MOTIVATION and SOLUTION APPROACH

Autonomous engineered systems needs to be integrated into existing SoSs to improve mission capabilities

Unified Architecture

Varying LoAs in systems adds to the SoS complexities and lead to issues in terms of interoperability (e.g., incompatibility of
interface designs), regulatory policies (e.g., maximum allowed LoA within SoS), etc.

There is a need to analyze the impacts of varying LoAs on the SoS current operations, and then, identify suitable LoAs with a
Systems Engineering methodology

Framework
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+ Node diagram
« HW, SW, data arch
+ System deployment

Offers various viewpoints for SOASs’ levels of abstraction
but does not offer an architecting methodology.

Top-down methodology that integrates the object-oriented concept with
MBSE and each step needs to be updated with LoA consideration
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THE PROPOSED MBSE METHOD

« Objective: Facilitate the integration of varying LoAs into an existing SoS.
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| The proposed method provides step-by-step guidance on how to begin the initial analysis, how to model |

the SOAS architecture, what UAF views to build, and what outputs to deliver in each step
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SUB-STEPS, DIAGRAMS, AND OUTPUTS IN THE PROPOSED METHOD

Step

1. Analyze
Stakeholders’
Needs

2. Analyze
System
Requirements

3. Define
Logical
Architecture

4. Synthesize
Candidate
Physical
Architectures

Rationale

Identifying the
potential
replaceable
modules and CSs

and

Understanding
mission and
stakeholders’
requirements

Understanding the
requirements for the
replaceable
modules and CSs

Defining the
logical architecture
of replaceable
modules and CSs

Developing
alternative

physical
architectures for the
replaceable
modules and CSs

Sub-Steps

1.A

1.B

1.C

1.D.a.

1.D.b

1.E
1.F

2.A
2.B
2.C
3.A
3.B

3.C

3.D

4. A

4.B

4.C

4.D

1.A.1

1.A.2

1.A.3

1.D.a.1
1.D.a.2
1.D.a.3
1.D.a.4

Diagram
Operational High Level
Taxonomy,

SysML use case,

Resources Structure

Resources Process Flow

Profile, Generic table,
Requirement

Strategic Motivation

Risks,
Security Structure

Strategic Taxonomy
Requirement table

Resources Internal
Connectivity,
Resources states
Requirement table

Operational Structure
Operational Structure,
Operational Internal
Connectivity

Operational Process Flow

Implementation matrix

Resources Structure,
Resources Process Flow

Operational Structure

Output

Current SoS
operations

Current SoS
architecture
Current SoS
activities

SWOT artifacts

Replaceable
modules & CSs

SoAS
capabilities

Autonomy
risks and
mitigations
MOEs
High-level
requirements

Functional
and interface
requirements

Current SoS
structure
MOPs

Logical
architecture of
replaceable
module
Candidate
resources with
varying LoAs
Physical
architectures with
varying LoAs
TPMs for
different LoAs
SoAS
Architecture



CASE STUDY: SEARCH AND RESCUE (SAR) SOS

« Assume that the current SoS operations result in low-efficiency rates of fuel and the stakeholders desire to
investigate improvement alternatives for the systems.

« One approach is using new autonomous systems available in the market that consume less fuel.

Operational High Level Taxonomy [ HighLevelperatonalConceptt | J uc [Operational Processes] Operational Processes [ R Use Case ]J

|
SAR SoS

zDlstressed People

» Searching Unit
— ‘_/ 9

Search 7 \ Help Signal ~ «includey
/ \ - Rescue =
i y s distressed person
Estimated Location "
Gt e .*- |«include»  gincludes
= ~Exact Location.. R C ||‘ U :
Searching Unit Controiting Unit B -~ Rescuing ni oad K ontrolling Unit
Mg - mpact ' sincludes R
- ﬁoad -

Analyze the data -

¥

Weather

Impact =
6 “ Rescuing Unit
Weather

(a)

(b)

(a) Operational concept; (b) Use case diagram

The objective is to identify the potential systems to be replaced and investigate

whether integrating varying LoAs improves the Measures Of Effectiveness (MoEs).



STEP 1: ANALYZING STAKEHOLDERS NEEDS

 Purpose:

Understanding the SoS “as-is”
architecture

|dentifying the desired stakeholders’
capabilities

|dentifying the potential resources to be
replaced with autonomous technology

« Diagrams used:

1.A.1. Operational High Level
Taxonomy, SysML Use Case
1.A.2. Resources Structure
1.A.3. Resources Process Flow
1.B. Profile, Generic Table,
Requirement

1.D.a. Strategic Motivation
1.D.b. Risks, Security Structure
1.E. Strategic Taxonomy

1.F. Requirement table

SWOT Analysis

Operational Process Flow [@ 1. Analyze Stakeholders Needs ]/]
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1.D.a. Speci ey < 1.D.b. Specif} mission
c.;,'.?'bs..",ﬁ,"e’"e" ( risks and mitigatio@
; [T
Capabimies Risks
apabilities I
| |
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MOEs |
% \
T
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mission & Risks
stakeholders

requirements

®

Operational Process Flow [@ 1.A. Build the as-is architecture ])

@

A\
1.A.1. Understand the
current mission scenario

1.A.2. Build existing
modules and resources

v
1.A.3. Create resources
process flow

I [No]

WRefne’

|/Ope rational Process Flow (S, O, W, T, Capabiites ) [@ 1.0.3. Specify SoAS desired capabilites :)

«OperationalParameters

|nS
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nW

«OperationalParameters
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«OperationalParametsrs

in0

2

1.Dadt.
Unde rstand
drivers and

goals

Strengths
— =y

Weaknesses

1.Da2.
Unde rstand
challenges

Threats
—_—

1.Da3.
Understand
opportunities

1D. A[bf
- ®

Lcapab Iities
«OperationalParameters

Opportunities

out Capabilities
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CASE STUDY:

STEP 1.A

Operational High Level Taxonomy [ HighLevelOperatonalConcept! | J

Search \ Help Signal >
7 \ « Rescue
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~
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(2)

(a) Operational concept; (b) Use case diagram
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Resources Process Flow
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«ResourceArchitecture» g,
Searching Unit

«ResourceArchitectures g,
Rescuing Unit
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—1 Target Controlling Unit
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Levels of the SoS based on the lexicon

SoS “as-is” architecture and
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Resources Structure
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CASE STUDY: STEP 1.B (SWOT Analysis) and 1.C

req [Requirements] Requirements [ SWOT Analysis ]J

« Extended the UAF Profile to provide the Strengths Weaknesses
M B S E SWOT a n a | yS | S «swotDocumentation» «swotDocumentation»
High Mission Cost Low Time Efficiency
- . . «swotDocumentation» Id = "swot-2" Id = "swot-3"
Profile Diagram SWOT Analysis [ [ SWOT Analysis ]J e Am— SWOT Type = Weakness  [J SWOT Type = Weakness
Id = "swot-1" Text = "The fuel Text = "The searching time
Rietact SWOT Type = Strength consumption expenses for until the target is found is
«Metaclass» Text= “We have a great the searching unit is high.” usually high due to human
Class experts in the rescue team performance errors and low
that help with lowering the video quality.”
_extension_Requirement_base_Class e Al incoasing «swotDocumentation»
the mission effectiveness. Lack of SE Processes «swotDocumentation»
«enumeration» Id = "swot-4" Human Errors
SWOT Type = Weakness Id = "swot-§"
swotType Text = "Currently, the SAR | |SWOT Type = Weakness
«stereotype» mission doesn't employ SE | | Text = "Personnel
) typ (=] Strength processes to improve the performance may degrade
Requirement Weakness mission effectiveness.” during working hours."
[Class] 1(?r;‘)porttunlty
al sge
ks Opportunities Threats
«Metaclass» «swotDocumentation» «swotDocumentation» «swotDocumentation» «swotDocumentation»
«stereotype» Dependency State F-unding Autonomous Technology Lack of SE framework Expenses
e Id = "swot-10 Id = "swot-5" Id = "swot-13 Id = "swot-9"
swotDocumentation SWOT Type = Opportunity & SWOT Type = Opportunity SWOT Type = Threat SWOT Type = Threat
[Class] | | | Text = "The state officials ¥ Text = "The new autonomous Text = "There is no Text = "Integrating
«stereotype» «stereotype» «stereotype» has offered a generous technologies such as drones can established SE framework | |autonomous systems
+SWOT Type : swotType . ) grant to improve the SAR g help us to improve the searching for a safe and effective requires the integration of
impactedBy expressedBy includedin mission units." unit." integration of autonomous | |new interfaces and pilots that
[Dependency] || [Dependency] || [Dependency] - systems.” yields higher expenses.
«swotDocumentation» «swotDocumentation»
GMU Systems Engineers UAF «swotDocumentation» «swotDocumentation»
Id = "swot-11" Id = "swot-12" CyberSecurity ' Environment
The UAF Profile Extension for including the MBSE SWOT Type = Opportunity | |SWOT Type = Opportunity 1d = "swot-7" 1d = "swot-8"
SWOT IVSi Text = "The GMU SE team Text = "The UAF provides the SWOT Type = Threat SWOT Type = Threat
ana yS|S has the required expertise for | |required tool for planning and Text = "The autonomous Text = "Environmental
using new tools and methods | |evaluating the integration.” technology may be hacked B |conditions such weather,
to plan the integration.” and operators lose control roads, etc. impact the
O utp ut : over them” operation of entire S0AS,
. especially autonomous
SWOT artifacts Lol
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CASE STUDY: STEP 1.D.a

SWOT helped with identifying
the helicopter and the

Searching Unit as the
potential replaceable system
and module respectively.

SWOT helped uncover two
more capabilities that are
impacted by autonomy
integration: time and
availability. (Only the fuel
capability was the initial
intention of stakeholders)

Output:
SoAS capabilities and

replaceable system and
module

Strategic Motivation [@ Strategic Motivation ])

7 e S R i e il S e s — e e —es e iR i i s e R — N
| oS «swotDocumentation» «swotDocumentation» «swotDocumentation» |
| % SR Lack of SE Processes Low Time Efficiency Rescue Team
High Mission Cost = - = ~ = = |
I [id="swot-2" Id = "swot-4 1d = "swot-3 Id = "swot-1 |
| |swoT Type = weakness SWOJ’_Type = Weakness SWO;I‘ Type = Wegkne_ss SWOJ’_Type = Strength Current
Text = "The fuel Text = "Currently, the SAR Text = "The searching time Text = "We have a great Status |
| ; mission doesn't employ SE until the target is found is experts in the rescue team
consumption expenses for 3 2 2 4 |
| |the searching unit is high." processes to improve the usually high due to human that hel;_) with Iovyenng tl)e
| - mission effectiveness.” performance errors and low rescue time and increasing | e B
'y video quality. “|the mission effectiveness. | 5
| \ 3 - ~ j — Main Goal of Pr
——————— B T e gl - e e e ld= 4 P
\ | 5 - Text = "The goal is to see how |
: - 4 employing autonomy can improve the
\ «IMpASKRIENEy | «impactedBy» / P dimpactedBy» Lo R s e mission effectivenss” |
\ ! P - I i '
7
\ ! y - | [ |
\ /l ) / it | «EnterpriseGosls E |
\ F gl =
X Ve - aMotivatedBy» | into SoS ‘E'""'Be“f:d’ws |
-Dmlen oy | ld="1.1" Configuration |
EEIENRRSAR | Text = “The goal in this track sz |
HEEDT is to analyze the current ; -
______________ J Text = "The goal isto
Text = "There is a need to improve SAR capabilities [~ situation of the SoS, identify B tohesic '
in order to increase mission effectiveness e abiEs improvement opportunities, analysis for identifying |
in terms of time and cost. - —— - - - - build the SoAS architecture. critical systems and |
L | «Enabless predicting and p(eventing |
| «PresentedBy» | 7 S SRR SN SN SN S —i‘]eme"gem behaviors. |«Enabless
' | [ [
1 /70~ 0 4
«Challenges A I I 2
SWOT Threats e — — — — o _ _ _ SVolvatedBy» = ey |
ld="C1" «MotivatedBy» I | =
< — — — — — — - — — — — — — — — | SR &
| | Autonomy ©
\ = impaciedBys.; - paastys
/ . <Opportunitys N ld="02" J e Alnuoue Targets Quickly ‘
/ SE & Fund Text = "Employing autonomous systems e mpaciessys
| 1d="01" to accomplish SAR mission.” - i e
«includediny» \ «includedin» R . " P -~ ««Capabilitys
| < Text = "Available SE & funding opportunities. — easy,[ it e l
= L includedin. o
! \ aincludeding / \ gincludedina ncldodns \“ v ~
/ \ / \ \ \ ‘«Capabiiitys ©
W Al 12 A R} | (Consume Less Fuel
«swotDocumentation» «swotDocumentation» «swotDocumentation» «swotDocumentation» «swotDocumentation» «swotDocumentation»
Expenses Lack of SE Framework GMU Systems Engineers UAF State Funding Autonomous Technology
1d = "swot-9" Id = "swot-13" Id = "swot-11" Id = "swot-12" Id = "swot-10" Id = "swot-5"

SWOT Type = Threat

Text = "Integrating
autonomous systems
requires the integration of
new interfaces and pilots
that yields higher expenses."

SWOT Type = Threat
Text = "There is no
established SE framework
for a safe and effective
integration of autonomous
systems.”

SWOT Type = Opportunity
Text = "The GMU SE team
has the required expertise
for using new tools and
methods to plan the
integration."

SWOT Type = Opportunity
Text = "The UAF provides
the required tool for
planning and evaluating the
integration.”

SWOT Type = Opportunity
Text = "The state officials
has offered a generous
grant to improve the SAR
mission units.”

«impactedBy»

SWOT Type = Opportunity
Text = "The new
autonomous technologies
such as drones can help us
to improve the searching
unit."

13




CASE STUDY: STEP 1.D.b

* Analyzing risks of autonomy integration, the potential and current resources associated with these risks, the
resources that can handle these risks, and the affected opportunities.

- . > .. [ -, usrhian ]J «swotDocumentations «swotDocumentations
Security Structure | Security Structure ]) Cyber Security Hunan Errors
e STl _ R Affectss 10 = "swot-7" 1d = "swot-6"
«SecurityRisks Al <Protectss «SecurityControls W] Auto System | , $W0T_Tryoe = Threat $W0T_Lype = Weakness
- - — — — — - ext = "The autonomous ext = "Personnel
JeR Brench l,‘? «Affectss Softwere m%&_‘“jwy | eincludedns ytechnology may be hacked | |performance may degrade
N W Id=" stem Interface : — ~ "|and operators lose control during working hours.”
| d="29" ey
I l 7 Text = "A new security i raach = ool w 1T - '
| software from the company [z ccudedns | DIeDrura I
I - s «Evokedty» | = e > pe
R ehffectss ormens L, | Frotectss | XYZ installed on the drone ¥ L I ‘
I ystem Interface [ — “interface can help with & = AE - 5‘,“”'@
| protecting integrated - — 1 Pled’:ﬂmme ?r‘eqndobon - - -2
| __ |systems." “Employing autonomous systems ' I - R ('
«swotDocumentations 3CCOM o I l — J
| | N «satisfy» Environment T — ~ | | OwrsRisk -
| " — Id = “swot-8" | A cAffectss | fl T L S [Py ‘ur
I cMitigatess «Resourcelitigatons &% SWOT Type = Threat ‘ | | ;
------------- XYZ Security software Text = "Environmental «includeding 0, =
- condtions such weather, € — - — &) e ’E Opersor
! roads, etc. impact the - ijmmtmdmncMnoe | I
«ResourceMitgatons &% «ResourceMitigations &% operation of u:"‘“ SoAS, = |
AntiVirus Firewall :ys;z?,:! e o

(a) (b)

(a) Analyzing the security risk of data breach; (b) Understanding various risk factors impacting the future SoAS

Output:

Autonomy risks and mitigations
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CASE STUDY: STEP 1.E and 1.F

Strategic Taxonomy that summarizes identified capabilities and their corresponding MOEs.
Requirement table that shows the identified mission and stakeholders’ requirements.

Strategic Taxonomy | Strategic Taxonomy ])

W «Capabilitys
Rescue Targets Quickly

i measurements
«lMeasurementsMission Time Rate : Real

IF Consume Less Fuel ©

‘ measurements
«MeasurementsFuel Consumption Rate : Real

Requirement Table | % Requirements ]/I

¢ |

2 Name

Text

|

2

=

[&] 1 Mission Time
[&] 2 Security breach

'3, 2 Fuel Consumption

Total mission time shall be less than 1.5 hour

The autonemous systems and their interface

shall be secure to cyber attacks

Totali‘uéiConsumption shall be less than 8

[ «Capabilitys
Have Least Down Time

measuraments
«Measurements»AvailabilityRate : Real

Both the MOEs and identified risks will be used in specifying the

mission and stakeholders’ requirements to guide the architecting phase
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STEP 2: ANALYZING SYSTEM REQUIREMENTS
STEP 3: DEFINING LOGICAL ARCHITECTURE

 Purpose:

Step 2: Understanding the
functional and interface
requirements for the replaceable
modules and systems

Step 3: Defining the logical
architecture of replaceable
modules and CSs

« Diagrams used:

2.A. and 2.B. Resources Internal
Connectivity, Resources states
2.C. Requirement table

3.A. and 3.B. Operational Structure
3.C. Operational Structure,
Operational Internal Connectivity
3.D. Operational Process Flow

/0perational Process Flow | E, 2. Analyze System Requirements ])

o

\
2.A. Review the current j

mission scenario
I

\/
2.B. Review the as-is ]

architecture
T

\
[ 2.C. Specify blackbox J

modules and resources
requirements

®

/Operational Process Flow [@ 3. Define Logical Architecture ]/l

o

W
3.A. Build operational SoS
modules

C

\/
3.B. Define MOPs )

<Q<— —_—_— =
\r

modules

3.C. Define logical
architecture of replaceable

T

[

diagram for replaceable

W
3.D. Build process flow
modules

|Refine?

B | ——

[No]

~
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CASE STUDY: STEP 2

It shows the interfaces and the type
of data exchanged between the SU
module and systems in other
modules.

One takeaway:

« The new design of SU must be able
to handle the type of input/output
data provided by the Radio
interface between SU and other
systems.

Output:
Updated Requirement table by adding

the identified functional and interface
requirements

Resources Internal Connectivity [@ SAR Demain ])

«ResourczRoles
Target: Target

«ResourceRoles
SAR Arch : SAR Arch

]
|58
: Radio

«ResourczRoles
Searching Unit : Searching Unit

«ResourczRoles &
RI2 Target Exact Coordinatiof Crnt Srch Unit Arch : Current Srch Unit Arch
RIS Esti i .
«ResourczRoles .y = Imagd ) FH Radic
Controlling Unit : Controlling Unit M
«ResourczRoles 8
«RezourczRoles & Helicopter : Helicopter

Ctrl Current Arch : Ctrl Arch

>

RIS Estimated regio

«ResourceRoles
B O ijMi
{1}

«ResourczRoles
co-pilot : Co-Pilot

«ResourczRoles %

Pilot : Pilot
Rl4 Command | :TouchScreen
«ResourczRoles
: Hand -+ Rescuing Unit : Rescuing Unit
1
«ResourceRoles RI2 Tafpef EXact Coordination

Controller : Controller

«ResourczRoles
Supervisor : Supervisor

«RezourczRoles &
Rsc Arch : Rsc Arch

i «ResourceRoles 8
<»| Ambulance : Ambulance

Ri4 C p 2 Dashboard

. Hand
«ResourceRoles

«ResourceRoles Nurse 1:Nurse 1
Driver : Driver

«ReszourceRoles
Nurse 2: Nurse 2
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CASE STUDY: STEP 3

The logical architecture of
the Searching Unit gives
insight into what entities
are needed for executing
the required functions of
this module.

The functions are obtained
in Step 2 by identifying
functional requirements.

KOperational Process Flow ( Searching Area ) [ OperationalActivity1 ]J

«Operationalinterface» @

Receiving/Sending IF

«OperationalPerformers
Route Planner

«OperaticnalPerformers
Aerial navigation system

«OperaticnalPerformers
Imaging device

«OperaticnalPerformers
Data analyzer

«OperationalParameter»

in Searching Area

- Send target
exact location

I Svas 2

[ Decide on the
best route

" Fly to the
— 2 region

~ Take images
~ and videos

 Analyze the

- 2| recordings

- Find target

Output:

Logical architecture of the replaceable
module
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STEP 4: SYNTHESIZING CANDIDATE PHYSICAL
ARCHITECTURES

* Purpose:
= Developing

TPMs for each resource

alte rn a‘“ve phyS|Ca| KOperationaI Process Flow | @ 4. Synthesize Candidate Physical Architectures }J Operational Structure [@ Example }/l W» e
architectures for the ®
replaceable module i i | —— ) [—,
and systems 4A Define physical ]
resources [
v OperatonaPeriomen | [ <OperatonaPeriormens G| [eOperationaPerformens G
. ( 4.B. Build the possible D1 (L:\Az) . Current Design (LoA1) nz(u;\m)
- Diagrams used: I reocturos Fireanas s
= 4.A. Implementation ( 4G Define roquired e "

matrix .
= 4.B.and 4.C. B Joronapiets 5 | |{vomas © - O T S ©
architecture ] Persons Bt <Systems O
Resources Structure, . brone pitot 2 | | | Drone 2
Resources Process ® =
= 4.D. Operational (a) Sub-steps for synthesizing candidate physical architectures;
Structure (b) An example of incorporating alternative physical architectures

Step 4 defines various physical resources along with their TPMs that can
implement the developed logical architecture in Step 3
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CASE

STUDY: STEP 4.A, 4.B, AND 4.C

» Different LoAs were defined based on the number of logical entities an alternative physical architecture can implement.

 TPMs were defined as random variables to better demonstrate real performances.

Legend
/" impiements

.7 Implements

Bl osmiasionssissguassinsss Resources Structure [ LoA2 Structure ]J

(Implied)

il

7 Operational Stru
& Data Analyzer -
<% Route Planner -

Resources Structure [ LoA3 Structure ]J

O Drone 1
0 Drone 2
O Drone 3

Et] Resources Structure

- Bi#l Drone Interface 1
- i#] Drone Interface 2
- & Drone Pilot1

... & Drone Pilot2

.. ¢ LOA2 Arch

.. ¢ LOA3 Arch

8T Supervisor

N N N @ Aerial Navigation--
NN N\ 9l 2 Imaging Device -

v e NN N NN

EIRTRIA

Two Possible alternative physical architectures

~

Identifying possible resources that
are able to implement logical
entities and their corresponding

functions
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CASE STUDY: STEP 4.D

The operational architecture to include
the modules associated with the
alternative physical architectures and
their corresponding MOPs.

The resulting SOAS architecture
facilitates the future analysis that needs
executable UAF models to conduct trade
studies.

Output:
Multiple SOAS Architectures to be

evaluated

Operational Structure [ Operational Structure ])

shall be less than 1.5 hour”

~— _SARArch

«requirement»
Fuel Consumption
1d="3"

e wsatisfy» _ —|emeaSirementsControlingAvailabilty : Real

measulemems -
«Measurement»TotaMlssnonTme Real d
«Measur TotalF Read
:MeasuremenhSearchngAVaﬁblbty Real

«Measur R A

Text = "TotalFuelConsumption
shall be less than 8"

«MeasurementsTotalDistance : Real

ilability : Real

—
= o aKr
= Environment Arch
measurements
«OperationalPerformers o) «MeasurementsSeverity : Real
Target «MeasurementsRoad Incline : Real
measurements
wMeasurements «<normakDistance : Real{mean = 10.0, standardDeviation = 2.0}
eKnownResources (3
arequirements ) R o
Mission Time asatisfy»
—— —— B measurements
ld="1" < - it IR T & wMeasurements «uniformsincline : Reamax = 1.0, min = 0.01}
Text = "Total mission time = - °

«KnownResources
Weather

e

measurements

eMeasurements «uniformsSeverity : Reamax = 1.0, min = 0.01}

«OperationalPerformers. &
Searching Unit

measurements
«leasurementsFuelConsumption : Real
«MeasurementsTimeToDetect : Real

«OperationalPerformers &
Rescuing Unit

measurements
«MeasurementsFuelConsumption : Real
«MeasuremenisTimeToRescue : Real

«OperationalPerformers &
Controlling Unit

measurements
wleasurementsProcessingTime : Real
wMeasurementsControlingAvailability : Real

3 SRS «MeasurementsRescuingAvailability : Real [
:32:?:::2:::%%23:;:?%2[ Real «leasurementsTravelledDistance - Real
«MeasurementsConditionalSpeed : Real
«MeasuremenisTravelledDistance : Real
|
«OperationalPerformers & REEe b cifomen =)
Current Design (LoA1) Rescue Team
measurements measurements
«MeasurementsFuelConsumption : Reakredefines FuelConsumption} «heasurementsFuelConsumption : Real{redefines FuelConsumption}
cueasuremeanmeToDeled Realredefines TimeToDetect} clleasuremeanmeToRescue ReaKredefines TimeToRescue}
ilability : Realredefines Qearchmgu railability} -« ilability : Realiredefines Rescumg-«.'allabrlrtv
dleasurement:TmeToAnalyze Real{redefines TimeToAnalyze} cMeasuremnt:Traveled)stanoe ReaKredefines TravelledDistance}
«Measurement»ConditionalSpeed : Realiredefines Condmonal“peed}
«Measu dDist: : Real{redefines TravelledDistance} .
«OperationzlPerformens &
= Current Dsgn
m (LoAz) measuyrements
deasurement»Pme&ssng‘l’me Realredefines ProcessingTime}
g < Rgdefmes Ko s urmption) :H 0/ bility : Real{redefines Cnntrolhng-«.anlatxlrt
dlleesmemeanlneToDetect ReaKredefines TimeToDetect} )
«MeasurementsSearchingAvailability : Realiredefines SearchingAvailability}
cMeuurement»TmeToAnalyze Real(redef ines TimeToAnalyze
«Measurement: : ReaKredefines ConditionalSpeed} I~ L 8 «requirements
«MeasurementsTravelledDistance : Realiredefines TraveledDistance; = \“5"1'55’: Seenrity breach
ey &) . 9 ld = n2«-
Text = "The autonomous
D2 (LoA3; i a0
{ ) v _ _wsatisfy» gy ctems and their interface
ﬂmnﬁmaneﬁnes FuelConsumption} shall be secure to cyber
deasuremenb'l’lneToDeted Reakredefines TimeToDetect} attacks”
«Measut ility : Real{redefines ‘:earcmngA sailability}
ddeosurement»TmeToAnalyze ReaKredefines TimeToAnalyze}
MeasuremnbconMonalSpeed Real(redefnes Condmonal':px:e“
At it : Real
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CONCLUSIONS & NEXT STEPS

« Conclusions:
= LoAs in systems exacerbate architecting challenges of SoAS in terms of organizational (i.e., policies) and technical
(i.e., interoperability) aspects.
o The UAF can handle the added complexities in SOAS integration by offering new views and viewpoints that
cover different SOAS architecture levels (e.g., Security viewpoint)
= An MBSE architecting methodology for Autonomy Integration is proposed by employing OOSEM within the UAF
o OOSEM ensures the compliance of the methodology with Systems Engineering standards, while the UAF assists with the
modeling phase.
o The proposed method establishes step-by-step guidance on how to begin the initial analysis, how to model the SoAS
architecture, what UAF views to build, and what outputs to deliver in each step
o The proposed method produces multiple SOAS architectures within a single MBSE environment composed of varying LoAs.

* Next Steps:
= Developing executable UAF architectures.
= Performing a trade study analysis to quantify the impact and aid in decision-making on the suitable LoAs to be
integrated.
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THE PROPOSED TRADE STUDY METHOD

Objective: Choosing the suitable SOAS configuration while considering LoA and the resulting emergent

Sooo|
L0 IE

behaviors.
Cleaned Data‘,f C. Identifying BN nodes J E. Analyzing ‘:
1 BN nodes i ! SoAS |
o 4 4
&
---------- A Y ) A §
{""A. Collecting | Evaluation Datal B. Preprocessing 1 3
| evaluation data ! n data l c
N e e 1 J =z
ﬂ )
______________ \
. R :,f D. Identlfylng ] BN arcs
= | O Cleaned Data___Causalrels. 1
(Mea'sdlge:en(» 611 «Mea’s‘u‘r)s'r,nem» Sﬂ H (Me:spu;:n‘\‘en(» Sﬂ ﬂ
MOE ual» wor . eq R2 : Resource 2 (CS .
2 o LJ e 3 BN 2 BN structure learning
i B algorithms. e
such as Tabu search, K2, ... ks Bl e
S0AS executable model Bayesian network

’ The proposed method integrates MBSE architecture with Bayesian Networks and further

improves the analysis by using Machine Learning and optimization algorithms
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THE PROPOSED TRADE STUDY METHOD
oA | el | TP Bayesian network

1 Legacy System (e.g., Ambulance) Fuel/Mile

So0AS executable model
MOP SoAS fuel
consumption

(Mee's‘uée:enl) & TPM 1
wquan | «equalp | py :iﬁ::'r:az ©
MOE | SoAS fuel -
MOP TPMT || [easuroments
0 0 .

efficiency rate s = g
= omate e B :

Autonomous Predictive Analvsi P iotive Analvsi

Capabilities redictive Analysis rescriptive Analysis

Helicopter Fuel/Mile Impact of TPMs on undesirable Root causes (TPMs) of an
(Legacy System) emergent behaviors in MOEs undesirable emergent behavior
Autonomous Drone  Al/ML Performance L ' | in MOEs
2 Navigation
Type 1 accuracy . .
Preventive strategies
Navigation +
3 ?utzné)mous Drone chzlcl\fljkazerformance Image/video
yp y recognition

A

Due to LoA, SoAS trade-off analysis is a decision-making problem under uncertainty while the analyst must also

take into account possible emergent behaviors
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