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Context

e Jotron AS

o Air Traffic Control (ATC)
technology company in Norway

 Approximately 399 employees

< ,0TRON

Performance for Life
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Background

* The aviation industry Is being increasingly exposed
to rising levels of cyber security risk

o Cyber security has never been more important

o Security risks are identified late in the system
development life-cycle

Systems Engineering Vision 2035 included
as one of the ten key system
ected by stakeholders (INCOSE,
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Research Questions

RQ1

How can cyber security risks be mitigated early In
the system development process?

er security concepts fit into the
Ing process for increased

systems

telln.»
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Research Methodology

/

Problem Analysis

\

Identify and
analyze
stakeholders

— Gap analysis

Root Cause
Analysis

Identify best
practices

Problem
statement

-

A

Literature review
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Method development

\

Definition of
method

Deploy in its
context

Method
Evaluation
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Problem Analysis — Root Cause Analysis

Guidelines and
processes

Organization

Best practices are for secure design not
captured in any process/ guideline

N
7

Based on the engineer’s know-
how from previous projects

Lack of security focus in the
ty focus i

early stages of development

No common understanding

of security risk analysis

Systems engineering and security
engineering activities are —_—
disjointed from each other

Lack of communication 5,

No process / guideline on what, when across departments /l

and how to use software tools
Lack of cyber security
training and awareness

Differences in the use of

software tools within the _—

department Security risks are
identified late in the
Software tools are not - ) development process
used on a regular basis Insufficient understanding
of the system complexity
Engineers lacks training N /
. —_—
in software tools 7 Complexity of change
Lack of available time
Lack of cyber security -

training and awareness /

Lack of t bilit:
ECRDL R ?l The domain is evolving rapidly

Many doc t
y documents Stakeholders with

_—
competing interests

Software tools People
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Phase 1
Attacker-centric

Definition of what the system has to

accomplish for the users and
"normal" usage of the system

-

.

Definition of external functions and

other constituent systems

~

J

Y

-

Identification of the system's
functionality an attacker could
misuse

/

Phase 2
Asset-centric

Definition of logical
architecture

[

Identification of system
assets

MBSE Security Analysis Method

Phase 3
Threat-centric

Definition of physical
architecture

'

|dentification of an attacker's
interactions with the system

'

-

scenarios

s - _ A
Identification of security threat

/

i

Identification of risk impacts
(availability, integrity, and
confidentiality)

1 KT TS
n [ lg

Phase 4
Mitigation-centric

Identification of
vulnerabilities

N J

'

Identification of security
controls (countermeasures)

\

- J
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MBSE Security Analysis Method

Threat Scenario J

v

{ Misuse Case J‘

{ Risk l {

Vulnerabilities J ,:;
{ Risk Impact

|

|
l

Operational Analysis
e What the users of the

I Security system need to accomplish

Requirements

g L System Analysis

I

accomplish for the users

Logical Architecture
How the system will work
to fulfill expectations

Physical Architecture
How the system will be

Security Risk

Treatment

developed and built

‘ Security Control }’
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Phase 1 — Attacker-centric

.% [SEC] Misusecase - Attacker sends unauthorised messages to airplanes

@ [SEC] Send unauthorised > >
messages 4

.% ISEC] Impacted functions

[SEC ] Unauthori'Eed messages

& Voice Communication System (VCS)

% Air traffic controller

1

Perform air traffic end|messages

—_

@ VCS Management

@ Replay event

: D4l Messages

Internet

management activities

@ Control radios

o4l Change radig parameterd® RCMS Ul

— Radio Control and Monitoring

System (RCMS)
> s T
‘ @ Control Radio

system

}QMonitoring of entire

@ Network interface pg SEC] Unauthorised au.d

management

DAChange radio parametefs

BAChange radio parameters

1Y)
Handle radio

configuration

EATC Radio System

B4 [SEC] Broadcast

% Pilot

unauthorised messages

Analyse signal ¢}

ia@ Transmitte RF signals

DEChange radio parameters

Recorder System

Network interface
management

Record
communication

Store recorded
communication

-— ™~
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with ATC
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Phase 2 — Asset-centric

@ Monitor radio

Al Al
Bl Connectiond B3 VoIP Socket Status
¥ N
@ : s N
Network interface management Bartorm
i Maintenance,
D Handle radio parameters ﬁ ﬁ Configuration and

@ Control radios Test Operations

D=l Change radio IP adress

Dl Read radio IP adress - a

Change radio frequen

Read radio frequency D=1\/oIP Protocol configurs tifJn

D= VolIP Interval configurgtion

D9 Change SCT mode | .M CODEC configuratig n

2

D= squelch level configuratjon

DEl Recorder interface configuration

ki 'yl
D CODEC corffiguration -
DA VolP Protqcol configuratipn | @ software upgrade
@ Communicate : 2 " Pg oI New software
with pilot @ Handle audio packets
DA Audio stream L P D= SW persion
E J
Listen t \
© s - < ecorder interface configuration Record
channel PPN ST i © communication
Handle recorder connection D3l Metadata
Eil D= Audio stream
D3] Audio|stream g

k
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Phase 3 — Threat-centric

.\Blﬂ&hpl Attacker reconfigure connection parameters

.\mclmz Attacker send unauthorised meisages

.%Blclhpmmmiou
) Radio Remote Controller System / VCS. § E] VHF Transmitter
&8¢ nvronment
L ___ {BiShen NSTI6 Processer =
(B ArM Processor
f @resw
B P Network interface SW (Tx)
ondoVoP 3] messages
in Tx Shape
| '
‘ ! 3 _\
[ised messages
» o Hondler.
@ Mande i
@ 7P socket Remote Control oamgetiu A
Madle coaieel & aircratt
® WM:M it
7 0 B s socier @ Recee
&Moo radio Syt
@ P
@ Software upgrade
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Phase 4 — Mitigation-centric

#IS|IP socket

EConﬁgure VolIP RRC - Tx
connection

#\olP socket Interface

EIRisk
__Risk = Attackgr sends unauthorised messages to airplanes EIMitigation
over one radio — - -
__Risk Impact = The pilots in the area receive a message that is = Security Control = Transport Layer Security
= Threat = Man-in-the-middle attack = exchanging information are who they
Vulnerability = The VolP interface can receive packets from claim to be
= an attacker that appears to be coming from the Radio Remote

Controller
= -— ~
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Method Evaluation

Can you evaluate which security phase is the most important at the early stage of the system
development?

Defining security controls and countermeasures - -

Summarising vulnerabilities, risk and their impact _

Elicting and specifying security requirements -
Identifying system assets that could be vulnerable -
4 ¥ 0 r 4 & 8 10
® Not important Low importance N‘eutral Important B Very Important
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Method Evaluation

Misuse cases helped identify new threats relevant to the
system and its context.

The system asset models helped identify new attack
vectors.

The models improved interdisciplinary communication
The security models helped mitigate security risks

Attack scenarios helped identify vulnerabilities

o
LV
r <
o
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-

| Strongly diseagree ™ Disagree Neutral Agree m Stongly agree
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Discussion

How can cyber security risks be mitigated early in the system
development process?

How can cyber security concepts fit into the systems
engineering process for increased security?

Taking advantage of MBSE
DiTeresdgpproach similar results?

gtea My threats and vulnerabilities, not the
method

Y|

ns to this reSsqrehs validity
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Conclusion

o Early security risk identification

e Incorporate mitigation strategies into the system design

* Improved interdisciplinary communication

« Potential for early identification of security risks using models

- I
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Future Research

e Future versions of the proposed model-based method
 Add more academic contributions to the literature

e Larger sample size

« Compare the proposed method to other methods
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