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Open Architecture as a concept is not new… 

… Resurge of interest following the technological shifts 

and need for fast threat response

“Moving toward standardization with 

agreed language and terminology 

supported by open standard 

architectures enabling cross domain 

application”
https://www.incose.org/publications/se-vision-2035
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+ Potential benefits are promising

+ Number of applications of OA is 
extensive

- Accomplishment has varied

- Procedures to achieve the benefits are 
disparate and unclear (synergy of 
technical and commercial challenges)

- Applications predominantly originate 
from few governments such as the UK, 
the USA, and certain NATO members.
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Definition of Open Architecture

Availability

Published in sufficient detail to 

a community of interest
4

Freely available 3

Not necessarily free of charge 2

Community of Interest

Open Environment for those 

that want to develop 

capabilities, integrate, achieve 

interoperability and or data 

exchange

5

Any supplier 1

Wide range of industry partners 1

Ownership

An architecture that is not 

owned by anybody, people can 

participate and freely 

collaborate, and the rules are 

known to them

3

Multifaceted considerations

Integrated business, 

economical, and technical 

strategies and dimensions

5

It is also about how you 

document and describe that 

architecture

1

Purpose

Enabler of a greater integration 

of components from different 

suppliers without large 

overhead

7

Extension of capabilities5

Facilitate the modification and 

replacement of the major 

components of the system

4

Easier interoperability among 

different suppliers
3

Structure

Well defined and open 

interfaces conforming to open 

and consensus-based standards 

(non-proprietary)

12

Modular, loosely coupled, and 

highly cohesive
5
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Open Architecture

that is part 

of an

Technical Approach

Open Environment

is a

which aims

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

is a

which aims

Key interfaces 

of the EoI

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

is a

which aims

using

Key interfaces 

of the EoI

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Non-proprietary 

standards (open)
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

is a

which aims

using

Key interfaces 

of the EoI

in cases that do 

not compromise

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

is a

which aims

using

Key interfaces 

of the EoI

in cases that do 

not compromise

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

is a

which aims

using

Key interfaces 

of the EoI

in cases that do 

not compromise

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

Commercial and 

Enterprise 

Approach

which is also 

composed by a

is a

which aims

using

Key interfaces 

of the EoI

in cases that do 

not compromise

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

which 

influences theCommercial and 

Enterprise 

Approach

which is also 

composed by a

is a

which aims

using

Key interfaces 

of the EoI

in cases that do 

not compromise

Governance Rules

to the 

benefit of

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

which 

influences theCommercial and 

Enterprise 

Approach

which is also 

composed by a

is a

which aims

using

Key interfaces 

of the EoI

in cases that do 

not compromise

including
Governance Rules

to the 

benefit of

Architecture 

Ownership

Government

Group of Nations

Consortium

Independent 

Standards 

Group

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

which 

influences theCommercial and 

Enterprise 

Approach

which is also 

composed by a

is a

which aims

and the

using

Key interfaces 

of the EoI

in cases that do 

not compromise

including
Governance Rules

to the 

benefit of

Architecture 

Ownership

Government

Group of Nations

Consortium

Independent 

Standards 

Group

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

System integrators

Access conditions

Access type

Open

Requires 

registration

Restricted

Conditions 

of use

Use restricted by 

export control

Free to consult, 

pay to use

Free to use and 

to consult

Pay to consult

Access for consulting 

and participating in 

change discussions

Access for 

use only

Participation

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

which 

influences theCommercial and 

Enterprise 

Approach

which is also 

composed by a

is a

which aims

and the

using

Key interfaces 

of the EoI

in cases that do 

not compromise

including
Governance Rules

to the 

benefit of

Architecture 

Ownership

Government

Group of Nations

Consortium

Independent 

Standards 

Group

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

for a certain

Community of 

Interest

Public

Potential suppliers

Within a nation

Allies

For those that want to develop 

capabilities, integrate, and/or 

achieve interoperability with 

the system

System integrators

Access conditions

Access type

Open

Requires 

registration

Restricted

Conditions 

of use

Use restricted by 

export control

Free to consult, 

pay to use

Free to use and 

to consult

Pay to consult

Access for consulting 

and participating in 

change discussions

Access for 

use only

Participation

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Open Architecture

that is part 

of an

which is based on the 

definition and 

documentation of the

Technical Approach

Open Environment

which 

influences theCommercial and 

Enterprise 

Approach

which is also 

composed by a

is a

which aims

which also helps to 

maintain, refine, and 

enhance the

and the

using

Key interfaces 

of the EoI

in cases that do 

not compromise

including
Governance Rules

to the 

benefit of

Architecture 

Ownership

Government

Group of Nations

Consortium

Independent 

Standards 

Group

Cost-effective and agile 

modification and integration 

of components/capabilities 

along the lifecycle

Interoperability and 

information sharing

To foster collaboration 

and attract new partners

Purposes
Stakeholders

Program Managers

End-users

Suppliers 

(current or potential)

Allies

for a certain

Community of 

Interest

Public

Potential suppliers

Within a nation

Allies

For those that want to develop 

capabilities, integrate, and/or 

achieve interoperability with 

the system

System integrators

Access conditions

Access type

Open

Requires 

registration

Restricted

Conditions 

of use

Use restricted by 

export control

Free to consult, 

pay to use

Free to use and 

to consult

Pay to consult

Access for consulting 

and participating in 

change discussions

Access for 

use only

Participation

Parameters

Security

Performance

Safety

Non-proprietary 

standards (open)

while also 

combining

Modularity

Loosely coupling

Highly cohesiveness

Characteristics
to help achieving

to facilitate

to enable
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Benefits of Open 

Architecture

Commercial

Increase the size, quality, and variety 

of the marketplace
14

Avoid the vendor lock-in and add more flexibility 

to choose the most effective suppliers
8

To foster collaboration and 

attract new partners
4

To enhance competition 2

Logistic

Reduced supply chain risk 4

Interchangeability and commonality in the 

components composition
3

Operational

To facilitate the interoperability 10

Rapid adaptability and 

capability evolution
9

Programmatic

Cost reduction16

To facilitate upgrading and updating and keep 

the technological pace
5

To allow a stepwise approach2

To get greater value out of its assets1

Reduced supply chain risk1

Strategic

To get more control over the architecture2

To foster innovation3

To conform to customer policies1

Technical

To facilitate the systems integration and reduce the integration risks10

Reduced amount of equipment (SWaP)2

Potential for re-use of artefacts across platforms2
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Define and align the value 

propositions, get the support from 

both sides, and keep the commitment

Deal with standardization complexity 

- balance between overly specify or 

being too broad 

Balance openness with 

other attributes - Safety, 

security, performance

Challenges of the 

OA approach

Enterprise or 
commercial

11

8

8

Create a community of interest 5

5

4Technical

7

7

Coordinate legacy and new systems6

Configuration management1

Programmatic

6

Procurement and contracting for OA4

Alignment of the adoption timelines1

Governance of OA - ownership, 

investment, balance of bias, members 

(accessing, implementing, changing, 

influencing), maintenance and upgrade, 

configuration management, and supportRisk for a long-term commitment 

and large initial investment 

Identify and manage the boundaries of 

commercial and intellectual property

Having a steady skillset towards OA - 

leaders and employees from multiple areas 

Cultural problem - siloed and 

individualized solutions, industrial age 

practices, aversion to change 
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OA in

Programmes

Maturity in

Architecting and

supporting areas

+

+
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B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

Architectural control

The context that makes the transformation of the purposeful activity  meaningful

ActorsA
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Transformation

Worldview

Environment

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.
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Architectural control
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W Worldview

T Transformation

O Owner
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Architectural control

The transformation caused/intended by the purposeful activity

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.
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From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.
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Architectural control

B Beneficiaries 

W Worldview
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ActorsA

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.
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Architectural control

Who benefits from the transformation (customers) 

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation
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V Victim
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ActorsA
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

The agents of the change
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)

Agents that can stop or authorize the transformation
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)

Who is a victim of the transformation
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)

Suppliers (Primes) that want to keep the dependency
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)

Suppliers (Primes) that want to keep the dependency

Elements of the environment that influence the transformation 
(enablers and barriers)
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Architectural control

From closed systems to systems with key interfaces using the required open standards.
From depending on the supplier to make changes in the systems (add components and capabilities) to being 
able to choose other options in the market or even in-house.

Guarantee more control over the architecture of the system can prevent the vendor lock and give more 
freedom to choose the most suitable solutions and potentially reduce costs throughout the lifecycle.

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

Governments engaged in the OA approach

Government (policy makers, technical requirements team, procurement team)

Suppliers (Primes) that want to keep the dependency

Market size (If there are limited options available, it is likely that the government will remain with the 
original suppliers) 
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Fostering collaboration and innovation, and improving the marketplace
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Fostering collaboration and innovation, and improving the marketplace

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

From monolithic solutions provided by a single supplier to modular and open solutions where multiple 
companies can participate and contribute with different expertise, including SME.
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Fostering collaboration and innovation, and improving the marketplace

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

From monolithic solutions provided by a single supplier to modular and open solutions where multiple 
companies can participate and contribute with different expertise, including SME.

Governments, potential suppliers, SME, Primes that are engaged in the approach
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Fostering collaboration and innovation, and improving the marketplace

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

From monolithic solutions provided by a single supplier to modular and open solutions where multiple 
companies can participate and contribute with different expertise, including SME.

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments, potential suppliers, SME, Primes that are engaged in the approach
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Fostering collaboration and innovation, and improving the marketplace

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

From monolithic solutions provided by a single supplier to modular and open solutions where multiple 
companies can participate and contribute with different expertise, including SME.

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments (responsible for creating the environment) and suppliers (engaging in the environment)
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Fostering collaboration and innovation, and improving the marketplace

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

From monolithic solutions provided by a single supplier to modular and open solutions where multiple 
companies can participate and contribute with different expertise, including SME.

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments (responsible for creating the environment) and suppliers (engaging in the environment)

Suppliers (Primes) that want to keep the dependency
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Fostering collaboration and innovation, and improving the marketplace

B Beneficiaries 

W Worldview

T Transformation

O Owner

V Victim

E Environment

ActorsA

From monolithic solutions provided by a single supplier to modular and open solutions where multiple 
companies can participate and contribute with different expertise, including SME.

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments, potential suppliers, SME, Primes that are engaged in the approach

Governments (responsible for creating the environment) and suppliers (engaging in the environment)

Suppliers (Primes) that want to keep the dependency

Procurement policies to facilitate the engagement with SME (less rigorous process, requiring certificates), 
strategic influence of the primes, market size 
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Recommendations  

for the OA 

approach

Building 

the OA 

Enterprise

Start by defining the shared goals and 

benefits for both parties , emphasizing the 

development of a defense industrial 

ecosystem over individual products

11

Share the investment with 

multiple programs
1

Adapt to the reality of your enterprise - 

not all countries can mandate the approach
1

Consider how to contract for OA and 

how to check for compliance
7
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Recommendations  

for the OA 

approach

Building 

the OA 

Enterprise

Start by defining the shared goals and 

benefits for both parties , emphasizing the 

development of a defense industrial 

ecosystem over individual products

11

Share the investment with 

multiple programs
1

Adapt to the reality of your enterprise - 

not all countries can mandate the approach
1

Consider how to contract for OA and 

how to check for compliance
7

Technical

Capturing the requirements is important, yet 

equally crucial is establishing a good 

architecture

1

Think more deeply about the 

key interfaces
3

Standardize only what is specific to the 

military environment , without unnecessary 

constraints, and leverage the commercial 

approaches in the other parts

3
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Recommendations  

for the OA 

approach

Building 

the OA 

Enterprise

Start by defining the shared goals and 

benefits for both parties , emphasizing the 

development of a defense industrial 

ecosystem over individual products

11

Share the investment with 

multiple programs
1

Adapt to the reality of your enterprise - 

not all countries can mandate the approach
1

Consider how to contract for OA and 

how to check for compliance
7

Governance

Define the ownership, development, and 

maintenance strategy, preferentially in 

synergy with a broad range of 

stakeholders

5

Define the timeframe for 

implementation, preferentially in spirals, 

using the concept of modular 

evolutionary architecture

2

Provide training and support for the 

implementation of the approach
1

Technical

Capturing the requirements is important, yet 

equally crucial is establishing a good 

architecture

1

Think more deeply about the 

key interfaces
3

3

Standardize only what is specific to the 

military environment , without unnecessary 

constraints, and leverage the commercial 

approaches in the other parts
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Thematic Maps

Systemigram

CATWOE

Benefit MapInfluence diagram

We demonstrated how a 

combination of systems 

thinking tools can help to 

build an holistic 

understanding of the OA 

approach, particularly for 

those who are beginning to 

recognize problems that can 

be addressed through this 

approach.

(categorizing definitions, 

benefits, challenges and 

recommendations)

(diagrammatic 

explanation of OA)

(explain the benefit 

chain that the OA 

can bring)

(explain some factors 

that influence the 

implementation of  OA)

“WHAT”

“WHY”Influence the 

“HOW”

(What the OA means 

according to different 

perspectives)

“WHY”, “WHO”, 

and overview of 

the “HOW” for 

each perspective
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