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presentation are public knowledge
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“*No Propriety Information
‘*No Export Control
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Overview of our Approach

Background Architecture Trade Study
& Concepts Development Analysis
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NCO Background and Concepts

2-6 July 2024 www.incose.org/symp2024 #INCOSEIS 6



Introduction

= Network-centric warfare (NWC) facilitates the linking of platforms into one,
shared situational awareness network 1n order to enable information
superiority against the opponent's decision cycle, and end conflict quickly.
The effects of NCW enables an optimized collaboration of weapon system to
improve aggregate performance, possibly at the expense of individual unit
performance.

= Network Centric Warfare 1s an information-Age Superiority-enabled
networking concept that facilitate how war 1s fought in information-Age.

= Network Centric Operation 1s an aspect of NCW, but considered as platform
centric that enables the application of information age concepts to increase

situational awareness and improves both the efficiency and effectiveness of
battle space operations.
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Hypothesis

Network Centric framework enables an effective
decision making fora configuration of

collaborative Autonomous Multi-UAV and Micro Infilrlf::fion

satellites weapons systems to achieve an optimum

mission effectiveness for a battle space scenario. %
Network Centric framework (NCW) can enhance

the opportunities to rapidly transmit and distribute il Fie
large volumes of digitized information produced by Mission <: Decision

a pool of Intelligence Surveillance and Effectiveness Making

Reconnaissance (ISR) systems.
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Research Objective

Identification of NCW/NCO Architectural framework for a multi-domain
autonomous weapon system

Mission Engineering driven modeling and analysis of the NCW/NCO Architecture

Qualitative assessment of decision making capabilities for weapon systems
operational effectiveness in a complex battle management architecture.

Multi-Role UAV and Cube-Sat (Satellite) Survivability, evaluation and optimization for
operational scenarios

Alternative analysis of possible architectures
Improve understanding of network complexity and better characterize its effects.
Improve understanding of the effects of collaboration.
Examine ways to represent the multidimensional effects of collaboration.
Assess the effects of information quality on the effects of collaboration.
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Network-Centric Warfare Taxonomy

% Basic concepts:
= Value Symmetric : Nonvalue.cvmmetic] |
- -symmetric N
* All nodes have the same value
= Non-Value Symmetric:

* Some Nodes are more critical
than others

= Homogeneity :
« All nodes are identical Value-symmetric ¢

= Heterogeneity: “Heterogenous _ Homogenous
 All nodes are different
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Seven (7) Types of NCW/NCO Architectures’

Architecture

Architectural Description

1 Centralized

Non-value-symmetric with single high-value central “hub” node,
collaborating with a cluster of nodes of lower value.

2 Hub Request

Combination of high-value “hub” with joint Request-Based
architecture
This provides a service and responds to requests

3 Hub Swarm

Hub-Swarm result from taking a Type 7 Swarming architecture, and
adding a high-value “hub” as a force multiplier, while retaining the
swarming behavior.

4 Joint a mix of nodes of different kinds and values.
5 Request Based Combination of fully value-symmetricand heterogenous
6 | Mixed value-symmetric but only partly homogenous
7 Swarming The combination of fully value-symmetricand
homogenous forces
2-6 July 2024 www.incose.org/symp2024 #INCOSEIS
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Seven (7) Types of NCW/NCO Architectures®

i : Architecture ©
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NCO Information Network

Tier-3: SmallSat
Communication

Space Domain

Tier-2: C2 UAVs

Air Borne ‘ B B i v communicate with
o : aliaiha > ‘A as et _ =
Domain e el A & o Leader Weapon
Wosa g g
4 UAV

Air Borne
Domain

- GO N Tier-1: Intra UAVs
- b ‘..'55:: :..‘.' 4 A . R
TR g A Communication
S - AR
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NCW/NCQO: Cooperative Engagement Scenario
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NCO Battle Space Domains

Domain

Description

1 | Information

Where Information is created, manipulated and shared

2 | Cognitive

Where perceptions, awareness, beliefs, and values

resides. Where as a result of sensemaking, decisions are

made.
3 | Physical Where Strike, Protect, Maneuver take place across
different environments.
4 | Social Set of interactions among entities. 3
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Stakeholder Needs

= Survivability/Resiliency " Interoperability

= Architecture: Centralized and " Cube-Sat enhanced coverage

distributed tactical controls = Higher operation efficiency
= Airworthiness = Heterogenous
= Increased Safety = Corporative
= Reliability = Lowes cost to deploy
= Mission Assurance = Easy of Use
= Maintainable = Long Range Strike
* Reusable = Pervasiveness

= Resilient & Secure Communication Multi-objective Mission Planning
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NCO Assets Services Matrix

2-6 July 2024

. gl |5 |2 |:
Services .g g s _ | & .
A > 3 E 9 ; g é g E
e £ ES|E |2 |88 |84
Unmanned Aerial System
Command & Control X X X X
ISR X X
Weapon X X
Suicide X X
Small Satellite System
CubeSat X X X
MicroSat X X X
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Exemplar
Architecture

Definition

Network-Centric Operations: A
UAS — Small Satellite Exemplar
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Defining NCO Architecture Types & Assigning
Mission Capabilities
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Capabilities are mapped to the different NCO architecture
tiers and NCO assets.

NCO Each NCO tactical asset is required to exhibit a NCO architectures are defined for each intra-UAV Tier-1
: set of critical capabilities to ensure suitability for
actical 2 complex autonamous tactical mission, UAV asset group and SmallSat asset group.
Asset = « C2ISR Architecture Attributes g
BEBEEE = Orchestrated swarming is specified for C2 nodes.
e o e e - . . :,IC:&S::;,? as temporary leader for the C2ISR - (oo | .
= .. = Distributed swarming is specified for SR nod - a TIEI‘-1
g kel P NCO Tactical B o ot B — T — -
—| = - _— to reach a consensus on how to perform the mission. s
- /Eﬂ{‘.‘» T e ASSet = Value-Symmetric & Homogenous
5
AV |

- o =]
< Weapon UAV Architecture Attributes 9/
* Request-based architect
Asset Capability
Pon UAV Asset | Roeet| [suc | G )

Architecture
* Value-Symmetric & Hetefogenous ﬁ
[ s e Al S =_psSSESS S
i_l = B e RS ._. P WO e YOO Wiy
eyl ey : =i
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A Request-based architecture is defined at the Two architecture types are considered at the Tier-3
Tier-2 layer of the NCO architecture. layer of the NCO architecture____
% Hub-Swarm Architecture Attributes
Tier—z .:.'A;T)leliti:lci;:;eSARtlt;[\)/:::l; the role of the command & f K E
control nodes for the 3 Asset groups at the Tier-2 level . - .
° = Orch a d Swarming archi is loyed within
Architecture G

Orchestrated Swarming for C2 nodes E
« Joint Architecture Attributes

| =i By =
SmallSats act as hubs .
o = Service are requested by SmallSats or
C2 nodes
: Tier-3
_— - "1 Archi
— ___— ] rchitecture

TRy T T R

- INCW Tier-2: INTER -
UAS SoS NETWORK
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NCO Each NCO tactical asset is required to exhibit a
: set of critical capabilities to ensure suitability for
Tactical a complex autonomous tactical mission.

Strategic Structure [ [5g] Huti-Domain 11CO Asset System Capabittes | ]

Asset

Operational Structure [ Operational Structure ]J

Asset Capability

«OperationalPerformer.

> & «OperationalPerformers &< «OperationalPerformers &< «OperationalParformers &
Weapon UAV Asset

Suicide UAS Asset CubeSat Asset MicroSat Asset

«OperationzlPerformers 61‘) «OperationzlPerformers

C2 UAV Asset ISR UAV Asset
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NCO architectures are defined for each intra-UAV Tier-1
UAV asset group and SmallSat asset group.

% C2ISR Architecture Attributes

» Orchestrated swarming is specified for C2 nodes.

» C2nodesactas temporary leader for the C2ISR
architecture

= Distributed swarming is specified for SR nodes

= Each asset’s individual plan is synchronized with others
to reach a consensus on how to perform the mission.

» Value-Symmetric & Homogenous

% Weapon UAV Architecture Attributes

= RequeSt_based arChiteCtL—rp{:ational Structure [ g5 3-NCO Tier-1 Architecture ] l
» Value-Symmetric & Heterogenous

» Configuration of specialift assets, all

|
dlfferent but equal n Value na WOAmllitec‘tureTierJ@ SICOAldmec‘tureTleH i fer- & EEeciie - Tier-1 |
cs_2]1 cs_1]1 SA_3)* SA S |* SA_2]* * omber [* * et 1[1.2 SR Asset 3[1.* ISR Asset_2 [1.*
Sat Asset Suicide UAS Asset S C2ISR UAV Asset

I |

L

&
in NCO Tactical Asset




A Request-based architecture is defined at the
Tier-2 layer of the NCO architecture.

% Architecture Attributes:
= Specialized SR UAVs play the role of the command &
control nodes for the 3 Asset groups at the Tier-2 level
» Orchestrated Swarming architecture is employed within

the C2 grid.

Strategic Structure [ [ Tier-2 NCO Combat System Capabilties

1

Operational Structure | 4-NCO Tier-2 Architecture ]J

perstional Internul Conne

ctivt

«Ope
aD

' UAV SoS Architecture

Tier-2

=
LJd

/
«Exhibits» / * «Exhibits»

/ \
/ \
4 \
/ \
E «Capability» ? ST
Management el 'z_'“es

sment

«Capability» ©
unications
«Exhibits»
-
-
T
| cEwhibis “Control
"~ _«Exhibits»

Imwm ©
rk Management

& Weapon UA S :‘!;\-leapon
'. UAS NCO Architecture Tier-1

83

C2ISR - C2ISR NCO
" Architecture - Tier-1
\ \ H

_3INTER UAS B
NETWORK

— _NCW Tier-2- INTER - |

UAS SoS NETWORK

b
«Opanticen= clar
Suicide UA S : Suicide UAS
NCO Architecture Tier-1

&




Two architecture types are considered at the Tier-3

layer of the NCO architecture

ructure [ [53 Tier-3 NCO Combat System Capabilties ] ]

% Hub-Swarm Architecture Attributes A
»  Orchestrated Swarming for C2 nodes |
%+ Joint Architecture Attributes Tt i . cien
= SmallSats act as hubs N e
= Service are requested by SmallSats or ) | -
C2 nodes Contral o ©
Operational Structure [ 5-NCO Tier-3 Architecture ]J p— bt *L Extibites
| Operatiewarifiternal Connectivity [ , /
A“:[-]' @ — «OperationalRolas perT. . ©
el SmallSat NCO Architecture and
SmallSat NCO Architecturd——
x T - ]
: S Tier - 3 INTER UAS
-2 UAV SoS @ @ ATELLITE NETWORK
E : : : = 4
Tier-2 NCO Architecture : Tier-2 UAV &
SoS Architecture




Overview of Two Alternative NCO Architectures
for an Exemplar ISR Mission
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A mission conceptualization approach facilitates reasoning
about the proposed NCO architecture.

Mission Characteristics:

= Mission Autonomy = Highly Specialized Assets = High Operational Risk ®* High-Level of Complexity

» (Collateral Damage * High Operations Cost * Multi-domain
package Strategic Structure [ Destroy Advesary Biological Weapon Stockpile Mission ])

amission phases

Special Ops Execution Phase

|

555555555 [-8 StrategicPhases amission phases «StrategicPhases

Destroy Adversary Weapon Stock Pile > Spec:al Ops Mission Special Ops Planning Phase c Special Ops Mission Phase

emission phases
Special Ops Debrief Phase
||||||||| [8
sssssssss Attack Target
Integrated Intelligence
Surveillance and Reconnaissance
-_— I I -
amission» I sssssssss [—6 «mission» [_8 ||||||||| Fa «mission» [—8 «mission»
Reconnaissance Mission | Identify Target Site Operational Env. Surveillance Detect, Identify, and Perform Coordinated Perform Target Site Damage
and Information Gathering Neutralize Threat Capabilities Strike on Target Assessment
_________ I
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Operational mission threads and vignettes provide the

mission approach and context for the NCO architecture.

Reconnaissance Mission Measures of Success (MoS):

Survive ISR Mission

= Detect, Identify, and Collect Intelligence on Target Area

Reconnaissance operational
mission threads represent
sequence of end-to-end activities
needed to accomplish the
reconnaissance sub-mission as
part of the Destroy Adversary
Weapon Stock Pile mission.
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Strategic Structure [ Special Ops Mission Threads ]J

«wvignettey
NCO Attack Vignette

«mission»

measurements

easurementxlocation
easurementsOpEnviron
«Measurement»OpCondition

ment

Reconnaissance Mission

«vignette»
Targ_;et Area Vignette

«mission thread»

b
Execute Reconnaissance X

Mission &e‘i’
K3

measurements

«Measurementslocation
«MeasurementsOpEnvironemnt
«Measurement»OpCondition

«mission thread»

Perform Combat Zone
Reconnaissance

«mission thread»

Perform Route
Reconnaissance

«mission thread»

Perform Target Area
Reconnaissance

A

«mission thread»

Perform Special Operation
Reconnaissance

2
\ I /
Mission Threads
www.incose.org/symp2024 #INCOSEIS

27




Architectural Assumptions

NCO
Architecture

1. Asset individual plans are synchronized to reach a consensus
on how to perform the mission.

T 9
2. Assets are securely connected and collect, share, and access
y
information from each other.

3. Communication path redundancy is prioritized to provide
network robustness.

4. Assets are capable of achieving stealth levels necessary to
avoid detection.

5. All nodes broadcast threat information to enable each node
build up an individual situational awareness representation
of the battlespace.

)

=== | 6. The CubeSat asset is responsible for mission activation and
acts as temporary leader for Alpha NCO architecture.
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NCO configuration Alpha: Defined for a complex &
highly specialized battlespace ISR mission.

Operational Connectivity [ ISR Mission Node Configuration_Alpha ]J

«OperationzlPerformers

Configuration Attributes
= No. of Assets by Type: Wb
y Typ 1@“

L
— RSy © 'r.‘
ik = S
n 74 ﬂ — :ic2_6s - ~iC2_GS — e, N -~ias
1 C b S t o ISR Mission Configuration_Alpha.C2ISR I [} ] IE‘
u e a CubeSat 2: Small Conﬁguratloneg:ﬂl::i%ZAl‘lljFNV&;e. Command & | ISR Mission Conﬁguration_Afpha.GS
= \ UFV-1: Gunner UAV System
[ H I
1

3 - ISR UAVS - al_c21 N [iC2LSR
2 - C&C UAVs CT T T
2 - Gunner (UAVs) .

UAS SoS NETWORK

— — — — INCW Tier-2: INTER -T

- ~iC21_SR

. Rl . / /‘ <suigh : /
N L 2N :
- e s AN
.- - . ISR Mission Configuration_Alpha.C2ISR = SR SiSR — ISR Mission Configuration_Alpha.C2ISR
c;:gg“:'r:zg’: g‘l’;‘;fg;‘l’ﬂgc—?'%‘:nf’f"f: " -iC2LSR Configuration_Alpha.SR UFV-3 : Surveillance & ke 7 12l configuration_Alpha.SR UFV-1 : Surveillance &
I( Control UAV Node [2] Reconnaissance UAV Node / Reconnaissance UAV Node
ey Features [ /
[iC2_6

AN
=  Autonomous Weapon Systems = —NOW Tier - 1: INTRA -

=  Network Centric Operations - - ; W

. . NCW Tier - 2: INTER
u Multidomain UAS SoS NETWORK

e

\"‘{‘.;ém /

- ~ic21_sR [#2]

:~iC2_GS )
1SR Mission Configuration_Alpha.C2ISR NCW Tier - 1: INTRA
Configuration_Alpha.SR UFV2 : Surveilla
ey P * on Igu;.angggnn?sisasance UAV N:zeel nee m ¥ UAS NETWORK
e ;
wT ", . - s
° =k /

ISR Mission Configura(ion_Albha.GS
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Structural views capture the conceptual connections and
iInterdependencies between mission elements.’

Operational vignette view for Alpha NCO assets configuration
onnassance Mission Context_A |

Operational Taxonomy | ntegrated Rec 181,

<« Operational Vignette
Taxonomy View

Alpha ISR Mission Assets Configuration 8

Alpha Architecture ___
Configuration View
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Operational vignette view for Alpha NCO assets configuration

Operational Taxonomy | Integrated Reconnaissance Mission Context_A ]J

avignettes
ce Surveillance and Reconnaissance Mission Context_1

]

]

I «OperationzlPerformers &
ISR Mission NCW Architecture_Alpha
I Y I
! ' S‘mall:af:m‘en #* «OperationzlArchitectures
I ISR Mission - UAS NetCentricWarfare Configuration_Alpha

!

| «OperationzlArchitecturss

C2ISR Unmanned Aerial Vehicle ISR Mission Configuration_Alpha N

T

I L

«OperationalPerformers .«

Gunner UAV System

[T [

I «OperationslPerformers s «OperationalPerformers
Surveillance & Reconnaissance UAV Node Command & Control UAV Node

] — ] _— ] — ] _— ] — ] _— ] — ] _— ] — ] _— ] — ] _—
e

=l 1
I ]
- Operational
! Vignette
Elements

| Architecture

| NCOSOSLegend
[] NCO satelite Asset
| N(IO Command & Contol UAS Asset
[l NCO Survelliance & Recon UAS Asset
[] NGO Weapon UAS Asset
| Njo Suicide UAS Asset




Operational Internal Connectivity [ Integrated NCW Intelligence Surveillance and Reconnaissance Mission Context_1 ])

Alpha ISR Mission Assets Configuration

NCO SOS Legend
I:] NCO Satellite Asset
I:] NCO Command & Contol UAS Asset
E] NCO Survelliance & Recon UAS Asset
[J nco weapon UAS Asset

«OperationziRole: .
s [J NCO suicide UAS Asset
ISR Mission Configuration_Alpha : ISR Mission - UAS NetCentricWarfare Configuration_Alpha
llite A
Satellite Asset e =
C2ISR Configuration_Alpha : C2ISR Unmanned Aerial Vehicle ISR Mission Configuration_Alpha
- «OperationalRoles v I_LI 1iC2_GS
s | : ~igat_C21 oo Waspons =
CubesSat_2: SmallSat <*>| C21 UFV-1: Command & Control UAV Node
' SR Asset
: \ :~iC2I_SR
ciSat_C2l | Iil E
«OperationalRoles iy «OperationaiRoles
«Blue Weapons ) -iSR -iSR «Blue Weapons
SR UFV-3: Surveillance & Reconnaissance UAV Node E,] - Ea SR UFV-1: Surveillance & Reconnaissance UAV Node
[*1 1
v v
] TSR 1SR
vy |—| T
b u CiSR «OperationalRoles -
\ :iCSat : iMSat <> «Blue Wazpons
\ SR UFV-2: Surveillance & Reconnaissance UAV Node
Ports used to
communicate with r3—|
UAVs in the event :~iC2I_SR
C2l drone is killed «OperationziRoles
o «Blue Weapons - .
~iSa C2l «>] C21 UFV-2 : Command & Control UAV Node N icaLsR
H, ™ Command & Control Asset
Teros 0 an ontrol Asse
- ~iC2_GS . 'l ~iC2_GS
A Le ]
) «OperationziRoles
«OperationaiRoles S _ <Blue Weapons -
= ' e SR esurva:c UAV Syst
GS UFV-2 : Gunner UAV System <> \ / i rner A




Mission engineering threads capture the expected
behavior of the Alpha NCO weapon SoS architecture.’

Goal: Deduce consistent
mission engineering threads
(i.e., functional scenarios)
that span the NCO SoS and
interacts with the mission
operating context

Outcome: Generate
stakeholder requirements

needed to specify the

system logical architecture
for trade study analysis.
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Scenario Synopsis: Pre-condition: mission has been activated Scenario: Each ISR UAV asset generates its TSPI
and sends to the lead C2 node within a specified time interval. Post-Condition: nnd.u uplinked to SmallSat

Transmit TSPI
Scenario View

Mission Activation
== Scenario View

ISR Mission Nominal
Scenario View 33



ISR Mission Scenario for Alpha NCO Configuration

Operational Sequences [ Target Area and Operational Env. Reconnaissance Scenario ])

{o) i formers e «OperationalPerformers it «OperationalPerformers
ISR Mission Alpha.ISR Mission Config ion_Alpha.C2ISR ISR Mission Alpha.ISR Mission ISR Mission Alpha.ISR Mission Configuration_Alpha
Configuration_Alpha.SR UFV-3 : Surveillance & Configuration_Alpha.C2ISR Configuration_Alpha.SR C2ISR Configuration_Alpha.SR UFV-1: Surveillance
Reconnaissance UAV Node UFV-2 : Surveillance & Reconnaissance UAV Node & Reconnaissance UAV Node
T T T
loo A R H

[forDurationOfMission] ref

SR_TSPI_Scenario

1: beginlSRMission()

2: missionActive

Requirement

6: stealthMode

§: stealthModeActive 4: stealthModeActive s
(stealthLevel=) (stealthLevel=) (stealthLevel . 2 =
7: RWRActive() 8: RWRActive() l—|9: RWRActive()

10: beginOpENVISR()

. 11: beginTargetAreal SR(
e erTormon 13: SearchSignal 2: ?engargetArealSR( | )
« » @ " "
threatEny : Operational | _ (detectOpEnvData”)
Environment
15: searchSignal
looj i 14: performPassiveDetect 16: searchSignal(“acquire TargetArea") e _ {'Targetirea”) _  |EESOmionakeriomens
iva i Auipv sl e -] : Target Area Location
[foPassquensorDetectlon] ionOfEnv() : Target Area Location .
T )
17: opEnvData : T H
' ' " "
18: compressAndStoreOpEnvData 20: targetAreaData(=" ! 1 19: targetAreaData(= unstructuredDatar')
(="UnstructuredData") {2hrs} unstructuredData") '
IJ 22: detectAndldentify TargetArea
4 : i Threats
:|21: performSIGINTAndELINT() z :g;ea:it::glden"fyﬁrqet 0 :
] : ] :
< T ] ¢ loo| y
i
!

[forPassiveThreatDetec’(ion4dive]

26: scanAirspaceForT
hreats()

25: scanAirspaceFor
reats()

@-24: SIGINT/ELINTData() N . . .
[forPassiveDetectionActive]

27: storeData()

29: noThreatDetected

28: noThreatDetected

31: targetAreaPerimete
rDetected

H 30: targetAreaPerimeterDetected

et i,

Requirement

33: performISRMission Tracking&Recording(=" | @ j32: zerft(:mésvllﬁssionl:l'rackingg-Rec)ir
armedPersonnelData", ="Vehicle TypeData", =" 2hrs < ing(="BioWeaponLocationData") ! B
{2hrs} ® I threatAttack SystemData", =" v , =" { ! h Req u I rel I le n t
n threatDefense SystemData") \

e T i === RN




NCO
Architecture

“Beta”
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Architectural Assumptions

Asset individual plans are synchronized to reach a
consensus on how to perform the mission.

Assets are securely connected and collect, share, and
access information from each other.

Communication path redundancy is prioritized to provide
network robustness

Assets are capable of achieving stealth levels necessary to
avoid detection.

All nodes broadcast threat information to enable each
node build up an individual situational awareness

representation of the battlespace. /\

.

The C2 asset is responsible for mission activation and acts

as temporary leader for Beta NCO architecture.

www.incose.org/symp2024 #INCOSEIS
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NCO configuration Beta: Defined for a complex &
highly spemahzed battlespace ISR mission

Configuration Attributes
= No. of Assets by Type:

2 — CubeSat

1 — MicroSat

2 — ISR UAVs

2 - C&C UAVs

2 - Gunner (UAVs)

Key Features

=  Autonomous Weapon Systems
=  Network Centric Operations
»  Multidomain
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tivity [ g ISR Missi Beta ])

«OperationalArchitectures

NCW Tier - 1: INTRA -
SATELLITE NETWORK Tier - 3 INTER UAS -

< LLITE NETWORK :
llﬂucsn 1\ > "
i e 7 .y

Jisat.cal \cisa UAs1c nfig.C2ISR-1 Config.C2| UFV-1: []
l mmmmm d & Control UAV Node

NCW Tier - 2: INTER -
UAS SoS NETWORK

§$S-1Config.MicroSat : SmallSat S$S-1Config.CubeSat-1 : SmallSat [Juczl
O . 0

iMsat 1 iMsat
I
1 ‘

| _ _INCW Tier- 1: INTRA - i _NSX\QT,\'EW:,&:;RA

SATELLITE NETWORK
iMsat

]

:iCSatlE‘ w T_ «f

$S-1Config.CubeSat-2 : . .
SmallSat UAS-1Config.GS UFV-1 :
Gunner UAV System

i

N
NCW Tier - 1: INTRA |_ _|
- UAS NETWORK

1 ~iGS
H]
Y - NCW Tier - 1: INTRA
T, a b - UAS NETWORK
°

UAS-1Config.GS UFV-2 :

\ﬁ‘\"f’“ /
UAS-1Config.C2ISR-1 Config.SR
UFV-2: Surveillance &

econnaissance UAV Node

NCW Tier - 2: INTER -
UAS SoS NETWORK

Gunner UAV System

UAS-1Config.C2ISR-1 C nfig.SR UFV-3 :
Surveillance & Reconnaissance UAV Node
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Structural views capture the conceptual connections
and interdependencies between mission elements.”

Operational vignette view for Beta NCO assets configuration

Operational Vignette
Taxonomy View

|
Beta ISR Mission Assets Configuration Sovetance & Racon UAS Asst
Suk e UAS Asset
_ P
s Y -
s :

Beta Architecture
Configuration View
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Operational Internal Connectivity [ Integrated NCW Intelligence Surveillance and Reconnaissance Mission Context_2 ]J

Beta ISR Mission Assets Configuration
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Mission engineering threads capture the behavior of the
Beta NCO weapon SoS architecture.?

Goal: Deduce consistent
mission engineering threads
(i.e., functional scenarios)
that span the NCO SoS and
interacts with the mission
operating context

Outcome: Generate
requirements needed to
specify the system logical
architecture for trade
study analysis.
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Mission Activation
Scenario View

SN ISR Mission Scenario for Beta NCO Configuration
) :

ti

|
{
i

i
== CF‘zF:';':q{qCF"z' 1 H
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B ISR Mission Activation Scenario for Beta NCO Configuration

ISR Mission Nominal
Scenario View
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Trade Study

Network-Centric Operations: A
UAS — Small Satellite Exemplar

Wt 2
Tl S .\: 5\

s§|
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Mission Measures and Metrics Development:
The Analytic Hierarchy Process
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Selecting Mission Metrics

% Goal: Evaluation of ISR performance

Domains

MOE

MOP

Tasking

Response Time

Gap/Revisit time

Coverage (Search Percentage)

Detection

Overall number of detections

Detection Gap Time

Probability of Detection

Tracking

Track Initiation

Average Track Lifetime

Number of Tracks

Network-centric operation

Timeliness

Connectivity

Data Rate

Information Assurance
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Measures of ISR Effectiveness Computation Process

Measure of ISR Effectiveness (MOIE)
MOIE =Y S, W,
i=1

S, W, S -W
n i=1,2..n .
Sl =ZS|'le'j -------------------------------- ) S — S IW ,
J=1 J=1
| |
— | S
Sl.l'Wll Sl,m'Wlm ! S m'an
’ j=1L2.m . v j=1,2..m ,
SlI=ZSI,I,tWI,I,kJ Slm=zsl,nlzwlmlt : Som =ZS kW o i
k=1 k=1 I k=1 J
_[ Sl,l,l'WI,l,I _[ Sl,m,l'Wlml ] _[ S m,l anl
T B B
i i
\ \ \ A

_{ Sl,u'wl,u ] _{ Sl,m,l'Wl_m,l ] _{ Sn.mJ'Wn.m,l ]

Source: Jassemi-Zargani, et.al (2013)
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Comparison matrix through subjective pairwise

weighting and AHP

Response

Revisit

Coverage

# of detections

Detection gap time

Pd

Track Initiation

Track Life

# of Tracks

Timeliness

Connectivity

Data Rate

Information Assurance

Response

Revisit

1/5

1/3

Coverage

# of detections

1/3

Detection gap time

Pd

1/5

Track Initiation

1/5

1/3

Track Life

# of Tracks

1/5

Timeliness

Connectivity

Data Rate

1/3

1/5

Information Assurance

1

R R ==

V= =W

1
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LEGEND
Color MOE
Blue Tasking
Red Detection
Green Tracking
Purple Network Centric Operation
Value Description
1 Equal Importance
3 Moderately more important
5 Strongly more important

Matrix item

1/x

X=a

Description

Inverse of pairwise comparison
value
Pairwise comparison value

between row i and column j
MOPs

45



Normalized Comparison Matrix

[}
(&)
® o
2 g g 7 (7 > § 3
v S| = s | 2 ¥ o = 0 | 2 s
" (1)) ) © e | © = 2 - (0]}
c o oT1] o o = 7 —- i - g c >
o 7 © - c = 3] = ) . .0 >
o 'S [ o T © b~ o © = =
7 > v Kol o X o [S) € c - = =
O Q > © g Q - 1+ o= c o =
2 = S| % o o - o a £ 2
O (o} 3 - O 3 .
I+ Q = o
o £
Response 5/11 | 5/9 |3/7 0.480
Revisit 1/11 |1/9 |1/7 0.115
Coverage 5/11 | 1/3 | 3/7 0.405
# of detections 1/5 |5/23 |1/7 0.187
Detection gap time 3/5 | 15/23 | 5/7 0.655
Pd 1/5 [3/23 [1/7 0.158
Track Initiation 1/9 |1/7 | 1/19 0.102
Track Life 5/9 |5/7 |15/19 0.589
# of Tracks 3/9 |1/7 |3/19 0.211
Timeliness 3/10 | 1/4 3/10 | 5/16 0.291
Connectivity 3/10 | 1/4 1/10 | 5/16 0.291
Data Rate 1/10 [1/4 [1/10 [1/16 | o0.128
Information Assurance 3/10 | 1/4 5/10 | 5/16 0.341
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AHP Aggregation Process

o lw e g || 8 2
a g |c g |0 0 0 S Q | S =
s [(8[s el [ [ |8 |¢§[& |3
a g
o » Naming Description
Response 0.072 [0.072 [0.072 [0.072 [0.651 [0.710 [0.710 [0.805 [0.876 [0.913 [1.000 [ 0.480 Code
Revisit 0.322 [0.322 [0.322 [0.322 [0.490 [0.536 [0.536 [0.881 [0.933 [0.960 [1.000 [ 0.115 G Gunner
Coverage 0.227 [0.245 [0.245 [0.245 [0.316 [0.375 [0.375 [0.950 [0.953 [0.953 [1.000 | 0.405 CcC Command & Control UAV
# of detections 0.115 [0.118 [0.120 [0.120 [0.135 [0.140 [0.140 [0.825 [0.943 [0.954 [1.000 | 0.187 Node
Detection gap time 0.098 [0.132 [0.148 [0.148 [0.320 [0.433 [0.433 [0.776 [0.881 [0.984 [1.000 | 0.655 SR Surveillance &
Pd 0.019 [0.050 [0.073 [0.073 [o.121 [0.165 [0.799 [0.850 [0.920 [0.925 [1.000 | 0.158 Reconnaissance UAV Node
Track Initiation 0.162 [0.187 [0.211 [0.213 [0.333 [0.341 [0.869 [0.892 [0.970 [0.982 [1.000 [ 0.102 SS Small Sat
Track Life 0.094 [0.102 [0.103 [0.103 [0.197 [0.222 [0.222 [0.901 [0.981 [0.990 [1.000 | 0.589
# of Tracks 0.206 [0.223 [0.235 [0.235 [0.418 [0.509 [0.509 [0.799 [0.867 [0.923 [1.000 [ 0.211
Timeliness 0.492 [0.563 [0.574 [0.574 [0.821 [0.896 [0.896 [0.900 [0.942 [0.942 [1.000 | 0.291
Connectivity 0.637 [0.641 [0.641 [0.641 [0.776 [0.912 [0.912 [0.921 [0.924 [0.925 [1.000 | 0.291
Data Rate 0.498 [0.498 [0.498 [0.540 [0.822 [0.890 [0.890 [0.922 [0.924 [0.930 [1.000 | 0.128
Information Assurance  [0.550 [0.550 [0.550 [0.550 [0.875 [0.934 [0.988 [0.987 [0.990 [0.990 [1.000 | 0.321
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Measures of ISR Effectiveness Computation

G1-CC1-SR1-SS1
G2-CC1-SR1-SS1
Weights

G3-CC1-SR1-SS1
G2-CC1-SR1-SS1
G2-CC2-SR1-S51
G2-CC3-SR1-S51
G2-CC2-SR1-SS1
G2-CC2-SR2-551
Alpha: G2-CC2-SR3-SS1
G2-CC2-SR2-5S52
Beta: G2-CC2-SR2-SS3

Task 0.163 |0.171 |0.171 |0.171 |0.497 |0.554 0.554 0.872 0.914 0.935 1.000 0.250

Detection 0.089 |0.116 |0.131 |0.131 |0.254 |0.336 0.436 0.797 0.899 0.969 1.000 0.250

Track 0.115 |0.126 |0.132 |0.132 |0.238 |0.272 0.326 0.790 0.860 0.878 1.000 0.250

Network-centric operation 0.579 |0.602 |0.604 |0.610 |0.868 |0.958 0.977 0.984 0.998 0.999 1.000 0.250
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Execute Trade Study: MBSE Modeling Tool
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Trade Study Architecture

bdd [Medel] Model[ System Architecture model ])

«block»
ISR NCW System
vales

task : Real [1] = 0.0{redefines task}
MotalTask : Realredefines totalTask}
detect : Real [1] = 0.0{redefines detect]
HotalDetect - r -
ez ac Realt‘ﬁia(')lroe{?z;'e‘fe;e?tzg:&:?ﬂ smalSst NCW Configuration | {subsets subDetect, subsets subNCO, subsets subTask, subsets subTrack
MotalTrack : Realredefines totalTrack] «block s

nco : Real [1] = 0.0{redefines nco} - -
/totalNCO : Real{redefines totaINCO} S WX onfiguration
vales

. . task : Real [1] = 0.0{redefines task]
UAS NCW ConfguratnonI{SUbse'-" subDetect, subsets subNCO. subsets subTask. subsets subTrack} | L0 o\ Realredefines totalTaslk}
ablocks mdetectneg;al g] ='r0.0{redefines detect}
- : Realfredefines totalDetect)
RS Bt onliguration track : Real [1] = 0.0{r=defines track}

) vaes /totalTrack : Realfredefines totalTrack}
task : Real [1] = 0.0{radefines task) nco : Real [1] = 0.0{redefines nco)
d}meted[rasl;e‘:l{[e‘?]h%d:?;s ff‘?lan'zs :} - /totaINCO : Realredefines totalNCO}

= = 0.0{redefnes detect}
/totalDetect : Realred=efines totalDetect]
frack : Real [1] = 0.0{redefines track}
/totalTrack : Realredefines totalTrack]}
nco : Real [1] = 0.0{redefines nco}
/totalNCO : Real{redefines totaINCO}

C21SR UAV Configuration |{subsets subDetect, subsets subNCO, subsets subTask, subsets subTrack}

«blocks
gunner UAV Syst {subsets subDetect, subsets subNCO, subsets subTask, subsets subTrack} Bl RSN onligixtion
vaes
«block» task : Real [1] = 0.0{redefines task}

Gunner UAV System

values
task : Real [1] = 0.0{red=fines task]

/totalTask : Real{redefines totalTask}
detect : Real [1] = 0.0{redefines detect]
/fotalDetect : Realredefines totalDetect]

/totalTask : Realredefines totalTask}
detect : Real [1] = 0.0{redefines detect}
/totalDetect : Realredefines iotalDetect]
track : Real [1] = 0.0{redefines track}

frack : Real[1] = 0.0{redefines track}
/otalTrack : Realredefines totslTrack]
nco : Real [1] = 0.0{red=fines nco}
/otalNCO : Real{redefines totaINCO}

/totalTrack : Realredefines totalTrack}
nco : Real [1] = 0.0{red=fines nco)
/totalNCO : Realredefines toiaINCO}

«block»s
Command & Control UAV
values
task : Real[1] = 0.0{redefines task}
/totalTask : Realredefines totalTask}
detect : Real [1] = 0.0{redefines detect]
/totalDetect : Reakredefines totaDetect])
frack : Real [1] = 0.0{redefines frack}
/totalTrack : Realredefines totalTrack}
nco : Real[1] = 0.0{redefines ncao}
/totalNCO : Realredefines totsINCO}

surveillance & Reconnagsancs UAV.

command & Conirol UAV | {subsets subDetect, subsets subNCO, subsets subTask, subsets subTrack}

«block»
Surwveillance & Reconnaissance UAV

vales
task : Real [1] = 0.0{red=fines task}
/totalTask : Real{redefines totalTask}
detect : Real [1] = 0.0{redefines detect]
/totalDetect : Realredefines totaDetect]
track : Real [1] = 0.0{redefines track}
/totalTrack : Realfredefines totalTrack}
nco : Real[1] = 0.0{redefines nco}
/totalNCO : Realradefines toialNCO]

{subsets subDetect, subsets subNCO, subsets subTask, sub
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ISR Trade Study Analysis

ibd [Block] ISR Trade Study Analysis[ ISR Trade Study Anaysis ] )

ISR NCW System : ISR NCW System
— . «equaly [ 7 satemnativess
smallSat NCW Configuration : SmallSat NCW Configuration i : HSat Ehguniio
| waltemative s
o kind= TABLE
e fotalTask : Real | source= @SmallSat NCW Configuration |
[
zconstraint» I:
: objective function
{score=(0.25"ask+0.25*detect+0.25'rack+0 25*nco)} detect ftotalDetect : Real I UAS NCW Configuration : UAS NCW Configuration
E _‘_K »
ack C21SR UAV Configuration : C21SR UAV Configuration | «alternatives»
Sog I : Command & Control UAV
nco I «equals | . aaftemative sn
‘_l [— ! ftotalTrack : Real | command & Control UAV : Command & Control UAV ! kind= TABLE
lscore | source = @Con’mand & Control UAV Instal
zequaly [
| surveillance & Reconnaissance UAV : Surveillance & Reconnaissance UAV
e e | <equaby I_ T T 5T e _«alzm;ve;» B
[ : Surveillance & Reconnaissar
o caltemativesy
gunner UAV System : Gunner UAV System kind = TAB'TE 2 2
| source = " Surveillance & Reconnaissance
“score : Real e
| atematvess
«equal» : Gunner UAV System
! calfemativesy
- - | kind= TABLE
AN: Integer | T - edl R = Siring | source = FFiGunner Instance Table
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Simulation Results

- Criteria
Classifier: | ISR Trade Study Analysis Scope (optional): | Results Filter: | \/~
N score winner - : SmallSat . Command & : Surveillance &
B Name ' N NCW [R] [R] Reconnaissance [R] : Gunner UAV System
Integer : Real String - . Control UAV
~ Configuration UAV

: =] Beta : SmallSat = G2-CC3-SR1-SS1: (= Alpha : Surveillance = G3-CC1-SR1-SS1 : Gunner |
G3-CC1-SR1-

1| O isr trade study analysis 81 27073 N

isr trade study analysis : Alpha, -

G2-CC3-SR1-
SS1, : Beta

* From the trade study simulation, this specific ISR mission will perform best with four architectures
out of 81 possible architecture configurations with an objective score of 2.7073.

» The best performing architectures for the ISR mission is the G3-CC3-SR3-SS3 which includes the

SmallSat NCW configuration of the Beta architecture and the Surveillance and Reconnaissance
UAV node of the Alpha architecture.
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COnCIUSion % Conclusion

= |n summary, the approach outlined in this
& presentation provides a mission and systems
engineering methodology for high-level NCO

F utu re WO rk SoS development and trade study analysis.

¢ Future Work
= For future trade study analysis, we intend to use
virtual and constructive simulation rather than
Subject Matter Experts’ judgement used for the
AHP aggregation process in this work.

./.(L'-
rl. .\. S

\

‘\1
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Network-Centric Operations: A
UAS-SmallSat Exemplar
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Abstract 26 July 2024

The need to limit the number of warfighters on the battlefield has led to an increase in research and application of unmanned
robotic vehicles (URV) for battlespace operations and missions. Increasing the effectiveness, survivability and suitability of these
URV systems such requires an architecture that exhibits network-centric warfare capabilities.

NCW also known as Net-Centric Operations (NCO) is an information superiority-enabled concept of operations supporting a
multidomain configuration that includes manned and unmanned platforms, weapons, infantry, and special operations amongst
others. It is however imperative in the current clime that to create a decisive warfighting advantage, traditional NCW architecture
concepts will need to be adapted to accommodate autonomous-only sets of weapon systems operating as an intelligent network of
nodes. Furthermore, adapting NCO architectures for autonomous weapon systems must begin with the identification of
stakeholder needs and requirements from which the concept of operations and mission objectives will be derived.

It is noteworthy that a majority of current approaches to the design of swarm URV architectures as observed in literature are
examined from the perspective of specific engineering disciplines. This includes a focus on concepts such as communication
network infrastructure, command and control architectures, sensors, and vehicle platforms. However, a major drawback to this
development approach is the absence of a systematic and disciplined system development approach which focuses on the mission
and operational contexts of the NCW System-of-Systems (SOS) / Ecosystem. A lack of mission conceptualization, operational and
system contextualization will obscure gaps and vulnerabilities in any NCW architecture, and significantly impact the suitability of
the autonomous weapon SoS configuration to achieve mission objectives.

This work presents the architectural definition and qualitative assessment (i.e., early-phase trade study analysis) of a multidomain
configuration of small satellite systems and a suite of autonomous multi-role UAVs collaborating as a multi-tiered NCO weapon SoS
for deployment in a complex and highly specialized battlespace scenario. Model-based systems engineering (MBSE), the unified
architecture framework (UAF) and systems modeling language (SysML) constitute the approach, framework and languages utilized

in this work. 55
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Operational vignette view for Beta NCO assets configuration

Operational Taxonomy [ Integrated Reconnaissance Mission Context_B ] I
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ISR Mission Activation Scenario for Alpha NCO Configuration

Operational Sequences [ ISR Mission Alpha ]J
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: SmallSat
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R activatel SRMission()

3: reqActivateMission()

». !

2: encryptMessage() h Req u i rei m e nt

{1ms}

4: authenticateMessage()

«OperationalPerformers

: Gunner UAV System

«OperationalPerformers
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break
[authenitcationFailed]

{4-8ms}

5: maintainCurrentState()

Requirement

6: decryptMessage()

7: activateMission()

©

: loadMissionFileConfig()

2-6 July 2024

1t

Scenario Synopsis

- Scenario Captures
black box behavior

of the C2ISR UAVs

- Mission is activated
by a SmallSat

- Messages are
encrypted and must
be authenticated by
each receiving asset

- If authentication
fails, assets maintain
current status.
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ISR Mission TSPI Scenario for Alpha NCO Configuration

asset by C2 assets

Scenario Synopsis: Pre-condition: mission has been activated. Scenario: Each ISR UAV asset generates its TSPI
and sends to the lead C2 node within a specified time interval. Post-Condition: TSPI data is uplinked to SmallSat

Operational Sequences [ Time Space Position Information Transmission Scenario ]J
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Operational Sequences | [fij ISR Mission Beta ]
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1: reqActivateMission()

'
.

2: authenticateMessage()

break
[authenticationFailed]

I3: maintainCurrentState()

System
i

ISR Mission Activation Scenario for Beta NCO Configuration

4: encryptMessage()
ar ¥ ¥
o L 5: loadISRMissionFileConfig()
[C2ISRMissionActivation]
6: logMissionData()
7: logMissionStatus()

T
______________________________________________________
[SatMissionActivation]

8: reqActivateMission() '
?ams) 9: authenticateMessage()

[authenticationFailed]
10: maintainCurrentState()

I 11: decryptMessage()

12: loadISRMissionFileConfig()

<
< 13: missionActive JI
1

T L S U S e

{12-1§ms}

Scenario Synopsis

- Scenario Captures
black box behavior

of the C2ISR UAVs

- Mission is activated
by a C2 UAV

- Messages are
encrypted and must
be authenticated by
each receiving asset

- If authentication
fails, assets maintain
current status.
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