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Agenda

* Introduction: Problem Statement and Objectives
* Demonstration of Workflow

» Steps of the Workflow process

* Application of Methodology
* Architecture Levels
* Process of Creating an Integrated Failure mode Effects Analysis (FMEA)

* Process of Creating an Integrated Fault Tree Analysis (FTA)
* Integrating the FMEA and FTA to the Model Architecture

e Conclusions / Future Work
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g Challenges of Risk Analysis on the Increase of Wi
Complex Systems

Increasing Complexity in
Systems

o e 9

Future projects

Project success
Prepare for the next o
project, learn for .o
the future

Leadership that
e understands risk.

Trusted to make
decisions.

* Modern systems feature integrated
functionalities and interfaces,
complicating risk identification and
traceability across architectures and
reliability analyses.

Difficulty in Identifying Risks

 Traditional methods catalog component
failures but lack holistic analysis of
systemic interactions, external events,
and partial failures.

Establish clear roles

and responsibilities
for organisations
involved.

l Use teams. Promote
diverse thinking.

Lock ahead. Use
different perspectives
to understand risk.

Complex system
project

Navigate through
complexity; promote
clarity.

Unrealised plans

The route is hard to Complication

Tools to navigate complex systems safely

H @ 8

predict. It's difficult to standing in the
K now I Ed ge G a p S B etween make decisions and way of progress Effective
adjusticowrsewhen properties that o
T » Jd L p h are difficult to communication
eams needed. Learn from where inderstand promotes wider

others have already been

understanding.

 Siloed teams using different reliability
approaches and inconsistent
terminologies hinder communication,
traceability, and harmonization of risk
analysis.

s Exploit new
& technology to

Wi improve performance.

Complex systems have properties that cannot be umdcrbtood exclusively in terms of thﬂ \ndnﬂudl
system elements. Projects need to n ugh ¢ Jrc\\ FHdCh j
Organisations hculd prioritise the
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Managing Organization-Specific Needs and b
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Customization Challenges

Risk assessment matrix

Severity

Meghgbe Ve M

Likeliheed

Variability in Terminologies
Standards and Tools
Organizations use unique
terminologies and risk analysis
tools/ templates tailored to their
processes and regulations,
complicating the adoption of
universal reliability tools.

Bridge the Gap

Limitations of Existing Risk
Analysis Tools

Current tools often lack
compatibility with system
architecture models, hindering
seamless integration and
traceability in complex multi-level
systems.

( 'T ) Training Tale

Risk Management
Course

Training
\ Qualifications UK

Training and Adoption
Challenges

Diverse tools and languages
create a steep learning curve,
increasing training costs and
slowing risk management
processes across teams.



Model-Based Systems Engineering (MBSE) and Model-Based %
Safety & Reliability Analysis (MBSRA) Integration

MBSE for Managing Complexity

* MBSE uses graphical models to represent complex systems,
improving design quality, communication, and enabling early
issue detection throughout development.

MBSRA Bridging Architecture and Reliability

W

* MBSRA integrates with MBSE to link system architecture with SysML

reliability analysis, enhancing risk assessment, traceability, and
validation processes.

Model-Based Systems
Engineering (MBSE)

Information Reusability Across Teams
* MBSE and MBSRA promote reuse of system models across
teams, improving consistency, collaboration, and ensuring

updates propagate effectively. Requirements definition

(black box analysis)
Architectures definition
(white box analysis)

Use of Semi-Formalized Specifications

* Leveraging MBSE with SysML and RAAML (Risk Analysis and
Assessment Modeling Language) addresses fragmentation by
enforcing consistent, structured specifications that integrate
system and reliability models for digital continuity.

Standardizing Architecture Models

» Standardizing system architecture with SysML and RAAML
unifies system functions and reliability concerns, enabling
coherent analyses and synchronization across diverse
engineering teams. RAAML extends SysML to unify safety
and reliability modeling, enabling traceability and
integration of safety analyses with system architecture.

3D Multiphysics Multi-domain
Modeling & Simulation

L‘J U iﬁ

GROUFP

RAAML

Model-Based Safety and
Reliability Analysis
(MBSRA)

Safety Analysis
FMEA (Failure Mode and
Effects Analysis), FTA (Fault
Tree Analysis), Model
Checking

Uncertainties and tolerances,
Fault-tolerant architectures,
Fault Detection (diagnostic,
dynamic reconfiguration...)

| 6
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Four-step process embeds
reliability into system design

Encourages completion of each
step before advancing, but
allows flexibility

lterative process supports
revisiting steps throughout
development

Promotes continuous refinement
and optimization of reliability

Ensures early and ongoing focus
on system robustness and
dependability

Demonstration/ Methodology of Workflow Wy

®

Develop System
Architecture

Modify Design based
on Reliability Analysis

Component Level
Design

e J

a.) Identify Recommended Actions (FMEA)
b.) Identify Failure Probabilities {FTA)

o SysML Customization for
Specific Needs

o Reliability Analysis and
Traceability to Design Elements

Reliability Analysis

FMEA FTA
aaaa .

0 B0 o <:::>__ Yy
sem@ =00 = @
Bottoms Up Top Down
Analysis Analysis




[@E

Start with clear understanding of system
requirements

Create a structured framework with multiple
architecture levels

Number of levels should align with
organizational needs

This example uses three levels:
* System, Subsystem, and Component

Architecture serves as a communication tool
and development blueprint

Use iterative feedback for continuous
refinement and adaptation

Step 1: Develop System Architecture

P
|\‘_1/|

Develop System
Architecture

Level Design

Component Level
Design

&

&

Sy



t@ﬁ Step 2: Reliability Analysis and Traceability to Design Elements .=

*  Ensures alignment between design decisions and

reliability/performance expectations

*  Maps reliability requirements to specific systems and components

*  Supports analysis of how design changes impact reliability

*  Enhances failure mode identification and informed decision-making

*  Facilitates compliance with industry standards and improves product

resilience

Develop System
Architecture

Level Design

Component Level
Design

A

2

&/ Reliability Analysis and

Traceability to Design Elements

Reliability Analysis

FMEA FTA
a8a8a8 .
D o o <::> a o
mumB @0 _
Bottoms Up Top Down
Analysis Analysis

&

[

. FMEA (Failure Mode and Effects Analysis)

Starts at component/subsystem level and works
upward

Identifies potential failure modes and their effects on
the system

Prioritizes risks based on severity, occurrence, and
detectability

Helps uncover granular issues often missed in top-
down approaches

. FTA Fault Tree Analysis

Begins with identifying a top-level failure event (“top
event’)

Analyzes contributing causes using logical gates
(AND, OR)

Visualizes complex failure pathways for better
understanding

Supports risk mitigation by highlighting critical failure
paths

Commonly used in safety-critical industries
(aerospace, automotive, nuclear)
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Tailor SysML to fit specific project
domains (e.g., aerospace, automotive,
software)

Introduce specialized concepts,
notations, and semantics

Improve stakeholder communication with
a shared, relevant vocabulary

Enhance clarity and understanding
through domain-specific representations

Enable model reuse and streamline
development

Support industry standard compliance

Customize both elements and
relationships for system architecture and
reliability analysis during design phase

Step 0: SysML Customization for Specific Needs g

O —>

Develop System

Architecture

Level Design

Component Level
Design

@ SysML Customization for
Specific Needs

Aetaciasss
| Class

wsterectypes (2]
Prcommendediction
[Class]

| Resporsibily af Fis : Foa,_Responsbiy (1] =
-Action Taken Strmgil)=
[Torget Completin Date of RA.: date [1]=

[CRoECREoRoRR -

o Reliability Analysis and
Traceability to Design Elements

Reliability Analysis

FMEA FTA
aeaaa
m=@@e0 .
Bottoms Up Top Down
Analysis Analysis




'@E Step 3a: Identify Recommended Actions from FMEA '@

* Address failure modes to prevent issues before

they occur @ <) @) sysMLcustomization for

Develop System Specific Needs
* Enhance safety and reduce likelihood of costly Architecture

failures

[Cass]

TEETTE
B

*  Promote clear communication among
stakeholders about risk strategies

-Resporssibity of RA.: R, Responskity |1) =
enof RA : String [1] =
-Target Completion Dide of RA : date [1]=

u
b cr L6

*  Help prioritize resources toward high-impact Level Design

. o Reliability Analysis and
risks

Traceability to Design Elements
*  Support continuous improvement and higher Reliability Analysis

product quality

FMEA FTA
*  Demonstrate commitment to excellence and Component Level (=N =N =F] h _ 8
. . Design B o o r Y
customer satisfaction p—r—
* Translate FMEA insights into tangible system P Bottoms Up Top Down
improvements (3) Analysis Analysis

. Recommlended act.igns lare_a cri’FigaI plart of 2.) (e e e Y TV =P
FMEA, aimed at mitigating identified risks b.} Identify Failure Probabilities (FTA)

and improving system reliability

incose.org | 11



NGO Step 3b: Identify Failure Probabilities from FTA g

¢ Quantify likelihood of failure modes to
prioritize critical risks

* Identify system vulnerabilities and
necessary safeguards

* Integrate redundancies (e.g., data
paths, processing units) to enhance
reliability

* Design for resilience and operational
continuity under failure conditions

* Improve decision-making through
understanding of failure
interdependencies

e Support development of robust,
efficient, and user-aligned systems

6<:>

Develop System

Architecture

Level Design

Component Level
Design

a.) ldentify Recommended Actions {FMEA)

b.) Identify Failure Probabilities (FTA)

o SysML Customization for

[Cless]
msprsibity of oA A Responstity (1] =
 Action Taicen of & * Striva [1] =
- Target Completion Dabe of LA, date [1]=

LER R R R e el e
3 ®

o Reliability Analysis and
Traceability to Design Elements

Reliability Analysis

FMEA FTA
88668 _ &
8 6 o ” ol
meg-D=0
Bottoms Up Top Down
Analysis Analysis

incose.org | 12




'@E Step 4: Modify Design Based on Reliability Analysis 'Wag

* Reliability data helps identify weak
points and failure-prone areas for
targeted improvements.

* Enhancements may include
incorporating redundancy to the
model architecture to improve
reliability.

*  Applying insights from reliability

analysis ensures compliance with
safety and performance standards.

e The result is a more resilient product
aligned with market expectations

and long-term operational goals.

o <:::> o SysMIL Customization for

Specific Needs

Develop System

Architecture

o Reliability Analysis and
Traceability to Design Elements

Reliability Analysis

Modify Design based
on Reliability Analysis

FMEA FTA
Component Level coaa =
Design 0 0 © h rer
ma@a0e0 .
Bottoms Up Top Down
Analysis Analysis

a.) Identify Recommended Actions (FMEA)
b.) Identify Failure Probabilities (FTA)

incose.org | 13




Example of Applied Methodology

Automotive Braking Model

7)
[RGtomotive Brake System image p’S Cn Tin M a g ic

brake fluid reservoir

drum brakes R

brake warning light nDae - A
v Vel °
ahlocks i) <External Level Block: A D
ABS pump ‘

Vehicle Driver o

BDD e

03 - Subsystem Level AYs ) yencie Decelerated

|
|
|
|

\ > ! S }

Brakrg Request h ¥ -

) > ST TF TG 5.ty e eptd
ActvteEnrrcy rae, | APPYEmergency brke [

shlacks &5 dhlocks 2o
Steering System Braking System

brake shoe = i i T —

brake pedal
brake booster

|
e i S e
&
O}
S

shlocks S <hlocks
master cylinder Hydraulic Brakes Emergency Brak
. Yy Name Satisfied By
disc brakes combination valve = 5ty drmate Brokes Low Spoed Stopping bt TNE Fvdaulic Brakes e the capability of stopping % Apply Hydraulc Brakes(context Hydraulic Brakes)
brake pad dbiocks "’ PEECTEPPINS P the v
brake callper 1} LR Fedil [H Hydraulic Brakes High Speed Stopping Dis: T3 Apply Hydraulic Brskestconte

holding Apply Emergency Brake (context Emergency Brake
pply Emergency gency

[& Emergency Brake Parking slope with the

e capability of stopping | T Apply Emergency Brake (context Emergency Brake)

¢ CATIA Magic used as the SysML tool to develop T———
System arChiteCture . I O T ———— < probability the vehi g 2 primary braking B Apply Hydraulic Brakes(contest Hydraulic Brakes)

* Demonstrates integration of reliability analysis into

architecture Re o A Perform

c Analysis

* Actions from FMEA and FTA inform design ' 6‘& e
modifications : () .

i Fault Tree _
N . y 5 Analysis (FTA incose.org | 14
* Enhances overall reliability of the braking system ‘ =i O
mOdeI = [ Bl



“callocates
Braking System

«External Level Blocks B0

System Level Activity

|
I
. |
: Diagram (AD) . L
! |
Manage L“i’gm (=) | ] Steering System Braking System _| H
System A ‘ ‘

i 0 System Level Block
=. . ‘ Definition Diagram
e I g

Airbag Status ||
: S ower on = Tﬁﬂm. (BDD)
iiiii :‘ R Vehicle Decelerated |
A A g St
| | ]
\ | Brake
Name Text

[E & Move Vehicle

System Level
Requirements

[E 7 Stop Vehicle standards.

& ¢ Airbag System collision,

The propulsion system shall be able to accelerate the vehicle from 0 to 60 mph
in under 5 seconds,

The braking system shall be able to stop the vehicle within FMVSS braking

The airbag system shall protect both the driver and passenger(s) during a

Subsystem-Level Design

Decomposes system architecture into smaller, functional subsystems

Each subsystem addresses specific responsibilities within the overall

system

Example (Figure 4): "Stop Vehicle" function split into “Apply Hydraulic

Brakes” and “Apply Emergency Brakes”

Subsystem requirements are derived from system-level requirements

Block Definition Diagram (BDD) shows subsystem structure and

functional allocation

Step 1: Develop System Architecture

System-Level Design in SysML

Expands architecture by detailing components,

interactions, and behaviors

Translates conceptual architecture into practical

implementation

Swim lanes represent allocations using blocks

from the Block Definition Diagram (BDD)

Activities fulfill system-level functional
requirements

4

o
L]
[
L]
»
3

Demonstrates integration of diagrams within the

overall system architecture

Component Level
Design

)
N

Develop System
Architecture

Level Design

Thame

1

T

Subsystem Level|
Requirements

Subsystem Level Block

16 Emergency Brake Parking

17 Emergency Brake Emergency Stopping

®

]

[ 19 Probability of 3 prirmary braking failure

[H 12 Hydraulic Brakes Low-Speed Stopping Distanc
2]

The Hyd
0 Hydrulic Brakes High-Specd Stopping Distan 1 /21

The emergency brake
minimurn of 3

brake

020,

40 feet at

of 30-degree slope with the vehicle in neutral,

The probability the vehicle suffering a primary braking failure shll be less thon

The Hydraulic Brakes s

shall have the capability of stapping the vehicle in

shall have the capabilty of holding the vehicle ona

shall have the capability of stopping the vehicle ifthe |

hall have the capability of stopping the v

DefinitionDiagram (BDD)

2ot [Actvty] Stop Verick| 5,

Drive Vehicle

dlocks 2=
Braking System
oke blocks
¢ Brakes.

02 - Subsysiem Level Actiy>

Vehicle Decelerated

Subsystem Level
Activity Diagram (AD)

Functional
Allocation

Emergency Brake-—

3
g
E
1

|

/53 Subsystem Functions

o[+ Ve
3t Vehiclo Decelerated

= |E3 swsystem Structure (|

M

B Apply Emergency Brake(conl
- i Brakes conis

+ Emergency Brake Applied
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Legend

FEA - Feature Function
SYS - System Function
SUB - Subsystem
Function

FM - Failure Mode

LEF - Local Effect of
Failure

FEF — Final Effect of M
Failure

CF — Cause of Failure

LEF-FM

- System FMEA 3 "

FEF-LEF PC — Prevention
Control
DC - Detection Control
.
Fi
Decomposition
Traces
°

Prevention Controls (PC) and Detection Controls (DC) at the
subsystem level are loosely linked to their system-level
counterparts through a <<Trace>> relationship

3 Key Relationships

Step 2: Reliability Analysis and Traceability to Design Elements

(FMEA)

Develop System
Architecture

Failure Mode — Cause of Failure (FM-CF): N\ -
Subsystem failure mode links to system-level ‘
cause of failure.

Component Level
Design

Local Effect of Failure — Failure Mode (LEF-
FM): Subsystem local effect links to system

<) Reliability Analysis and
‘\ Traceability to Design Elements
|

Reliability Analysis
FMEA FTA

Top Down
Analysis

Bottoms Up
Analysis

failure mode.

Final Effect of Failure — Local Effect of
Failure (FEF-LEF): Subsystem final effect
links to system local effect via decomposition.

. Subsystem Local Effect of Failure — System Failure Mode

. Subsystem Final Effect of Failure — System Local Effect of Failure
. Subsystem Failure Mode — System Cause of Failure

. Subsystem Prevention Control — System Prevention Control

. Subsystem Detection Control — System Detection Control

g wN -

. Component Local Effect of Failure — Subsystem Failure Mode

. Component Failure Mode — Subsystem Cause of Failure
. Component Prevention Control — Subsystem Prevention Control
0. Component Detection Control — Subsystem Detection Control

= O 00 N O

. Component Final Effect of Failure — Subsystem Local Effect of Failure

Iterm Failure Mode o] ?ffect w AL i el Cause Of Failure Prevention Control Detection Control
Failure Failure
Driver unable @ Driver crashes &) Master cylinder failure Design braking system per Driver applies the brakes
Stop Vehicle o @ to stop the thevehicle | @MNoneumatic brake line failure | €5 automotive safety standard |62 and the systern does not
(context firmary vehicle aliper failure 135 respand as expected
2 Brakin i braking -
:\ o .J‘ failure Brake pad failure
ystem) Brake pedal failure
Rotor failure
Apply Pr\mary Driver unable racked master cylinder Abide by the cormmercial ® Brake fluid leak on ground
Hydraulic Master brakmg failure (@ to stop the aster cylifder 4l leak ® vehicle safety alliance under vehicle
) Brakes @ cyllnder vehicle hydraulic brake system Brake pedal goes to the
(context failure inspection procedures 6 floor when the driver
.—|,ﬂ‘hﬁul C }; J\' applies p
brakes) 3
Generate Cracked Master cylinder~_/ Primary (@) High pressure in the system Design and test master Perform pressure test on
Hydraulic @ master fallura @ braking D cylinder pressures per 6 master cylinder during
Pressure cylinder failure automotive standard brake inspection




iNcose  Step 2: Reliability Analysis and Traceability to Design Elements =

(FTA)

System Level

“TopEvents

:01 - Driver crashes the vehicle H

Fault Tree Events.

[ Top Evert

FTA L*”"‘bw: HEE [ Intermesiste Event
[[] Basic Event
output [ Transter In
- - Subsystem Level
e FTA
BiasicEverts O «BasicEverts o) 1 «Transterine «TopEvents
: Driver unable to steer : Driver cannot see the : 02 - Driver unabile to :
wvehicle road at night stop the vehicle o ',':;i;'.,:,’,,!,',:.:'""
‘ probability = 0.0346 | \ probability = 0.0352 L | iprobability = 0.0263
*probability = 0.0263 L
outpat

Develop System
Architecture

Level Design 2)
= Reliability Analysis and
Traceability to Design Elements

Reliability Analysis

FMEA FTA
Component Level aaaa <:: > H
Design N A e
meR=0:0 a B
Bottoms Up Top Down
Analysis Analysis

input input
:ANDs
«TopEvents (m] «Transterins A «BasicEvents €
ComponentLevel 03 Py b e e e
failure failure
FTA Py - n2%r2 th
“probability =0.2272 | e ——

I outpLt
Q -

<O

FTA is a systematic, top-down method for identifying the causes
of system failures

alndermediateEverts
: Master evlinder failure

«intermediateEvents
: Brake pad failure

sprobability = 0.0766 ‘

Iprobability = 00804

The process begins by defining the undesired event (top event) to
analyze.

I output cutput
€Oft> «Of»
<BasicEverts
:Cracked master «H
eylinder et input wol
| probability = 0.0234 ]

Simulation and Analysis

. Intermediate and top event probabilities are calculated using built-in
simulation equations within the tool.

. Calculations are based on user-entered default values for basic
events.

*  Logic gates (e.g., “AND”, “OR”) are used to represent
relationships between causes.

*  System Level Top Event: “Driver crashes the vehicle”.
. Subsystem Level Top Event: “Driver unable to stop the vehicle”.
*  Component Level Top Event: “Primary braking failure”.

. Decomposed down to the basic event: “Cracked master cylinder
failure”.
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FTA-FMEA Element Mappings

FMEA
Itermn Failure Mode Local Effect OF | ¢ o1 Effect OF Failure]
Failure
Driwver unable & Driver crashes the
Stop Vehicle @ to stop the = vehicle
(context wehicle
SVStem - “'?l Primary braking failure
Level . an:?;i?i:m» e s Briver unable o ston FTA
prabability - 0.2272 “probability = 0.0263 /probability = 0.0931
Primary —. Driver unable to
Apply ® braking failure ® stop the vehicle
Subsystem Hydraulic
Brakes & M T =
™
Level [ s e Erimioe B D
<BaskEverts o) ‘ - Primary braking :02- Driver unableto -
: Master cylinder failure Tailure: stop vehicle FTA
| probability = 0.0765 | ‘ [ “proabirty - 02272 fprobability = 0.0263
@ Master cylinder @ Primary braking
failure failure
Component Generate .
L I B Hydraulic @3 Cracked rmaster cylinder TopEverts =
eve Ereaeie P ; antermedatetverts +03 - Primary braking
: Cracked master cylinder : Master cylinder failure failure FTA
| probability = 0.0234 I. /probability = 0.0766 | mrobability = 0.2272 |
" —_—————— I

Custom stereotypes are necessary due to limitations in standard SysML
for full traceability.

* "RelevantTo"is a custom SysML stereotype that links FMEA and FTA
elements, and is defined in the RAAML Specification

* FTA Top Event = FMEA Final Effect of Failure

* FTA Intermediate Event ++ FMEA Local Effect of Failure

¢ FTA Basic Event =+ FMEA Failure Mode

* Primary braking failure appears at all levels (system, subsystem, component)

* Maintains consistent probability values across levels for accurate analysis and
traceability

Step 2: Reliability Analysis and Traceability to Design Elements ?F
(Linking FMEA and FTA)

[ &~

Develop System
Architecture

Level Design

5\ Rellablllty Analysis and

‘\ Traceablllty to Design Elements

A/’r Reliability Analysis
FMEA FTA

&

Component Level
Design

Top Down
Analysis

Bottoms Up
Analysis

Legend
/" RelevantTo

B[] 02 Component FMEA Anal
[ 02 Component Failure Modes

Fault Tree Events
[ Tow Evert

[ Intermediate Evert
[ Basic Evert

> =

VV

[ 03 Component Local Effer [T
[ 04 Component Final EFfec

1) Cracked brake pad -

Fl. [ FT Events

[ [ 01 - Top Events
Bl £ 00 Featurs
Bl [ 03 Companent

[] 044 - Primary braking Failure

EI [ 02 - Intermediate Events
Bl £ 01 System
Bl [ 03 Companent
[ Brake pad Failure
[ Brake pedal falure
[ Caliper Failure
i [ Master cylinder Failure

[ Prieurnatic brake line failure
[ Rotor Failure
Bl £ 03 Component [03 - Basic Events]
| Cracked caliper

| Cracked master cylinder
) Cracked rotar

| Master cvlinder seal leak
| Sticky caliper

| Worn out brake pad

| Worn out rokor

= | () Preumatic braks line Fai

~| (&) Master cylinder fa
~ (& Rotor failure

= | () Brake pedal failure -

— | 1) Worn out brake pad -
= | () Caliper Failu

= | ) Master cylinder seal leak
= @ ‘Worn out rakar -

=) Cracked master cylinder -
— | ) Sticky calipe

= | ) Cracked rotor -
= (&) Brake pad Falure

= | {1 Cracked caliper -

Ny




[Profile Diagram Custom Reliabilty and Arch profile [ FMEA_Customization_Prafils ]’J

ssterectypes ® ahetaclazss
FMEARem Class
[Clazzs]

{ActionTakenRule,
Recommended ActionRule,

ResponsibilityRule, «stereotypes @
TargetCompletionDateRule Recommendedaction
. attribides [Class]
-SEY : String [1]=0 T

-reducedSEY : String [1]=0
-0CC: String [1]=0
-DET : String [1]1=0
~reducedCC  String [1] =10

-Responzihilty of RA : RA_Responsibilty [1.4] =
-&ction Taken of RA © String [1] =
-Target Completion Date of RA : date [1]=

-reducedDET : String [1]=0
-requiresHazardAnalysis | Boolean [1] = false
-ldd - String

«sterectypes
Additional FMEA tems

-recommendeddction : String [1] =
-respansibility @ String [1] =
-actionTaken : String [1] =
~targetCompletionDate : date [1] =

altributes

-classification : String [1
Slelil=mEms Sl g -Recommended_Sction : Recommendedction [0.%]

Customized Profile used in this automotive braking
model example

* Architecture Levels for Activities and Blocks

* Custom Relationships: FEF-LEF, FM-CF, LEF-FM,
FTARelatedltem, etc.

* Legends: Fault Tree Events, RPN, and Reduced RPN
* Custom FMEA Constraints/ Rules

* Custom Elements: Recommended Action Element

- Relations
- B0 Architecture Levels

|:_:|..

H- [E Abstractionlewvels
t [E] RA_Responsibility
- (B RecommendedfctionStatus
R Recommendedction [Class]

B[ Activities

i e a? Relations

G- ' 00 - Feature Lewel Activity [Activity]
E]--ﬁ 01 - Systern Lewel Activity [Activity]

B T 02 - Subsystem Level Activity [Sctivity]
I:I--ﬂ 03 - Component Lewvel &ctivity [Sctivity]
- El External Lewel Activity [Activity]

@ SysML Customization for
Specific Needs

Develop System
Architecture

e Reliability Analysis and
Traceability to Design Elements

Reliability Analysis

FMEA FTA

E}D Blocks Componént Level asaas : [ ry
Bl ¥ Relations e v it
I:I--. 00 - Feature Lewel Block [Class) BottomS_Up Top Dov_vn
Bl 55 01 - Systern Level Black [Class) Analisle IENES
B2 02 - Subsystern Lewvel Black [Elernent]
B &8 03 - Cormponent Level Block [Elernent] . . .
BB External Level Block [Element] Benefits of Creating Customized

B3 Custom FMES Constraints Profile:

83 Custom Relationships

B+ Relations * Consistency and Reuse across projects

- &% Additional FMES, [tems []
- €% FEF-LEF [Dependency] °
- €% FM-CF [Dependency]

- &% FTARelatedltem [Dependency]
-2 Fynctional Decomposition [Dependency] .
H- €% LEF-FiA [Dependency]

i« R&, Decornpaosition [Dependency]
Legends

(S Fault Tree Events
Reduced RPN

= RPM Risk
FrAEL,_Custormization_Frofile

9 Relations
-7 Extension

2N Core Profile [CoreR

-« ControlliingMegsure [Depende
- @@ |DCarrier [Elernent]
(RSN e levantTo [Dependency]

Links back into the Model Architecture
allowing for gap analysis

Provides Clarity at all Levels of
Architecture

Ability to create custom elements to
meet program/ organization needs

ML mdzip]
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Step 3a: Identify Recommended Actions (FMEA) ey

0 —/ @ SvsML Customization for

Develop System Specific Needs

Failure Made Analysis Recommended Actions for “Stop Architecture
Vehicle” System Function

\ o Reliability Analysis and

Failure Failure Failure Detection . . P
S e i ethod® The RPN value of BQ indicates a high-risk

failure mode, prompting the need for
recommended actions.

Level Design

\“\ Traceability to Design Elements

|
)| Reliability Analysis

%
44 FMEA FTA
U =es= |<:>[]

Component Level

* Recommended Action (RA4) Calls for
additional redundancy in the braking system
to improve safety. A\ : //

- | | | | ~ e
R P N [—] x * a.) Identify Recommended Actions (FMEA)

* Action Taken: Modify the system architecture | b, dentify Failure probabilities (FTa)

Bottoms Up Top Down
Analysis Analysis

* FMEA Process for Calculating Risk Priority Number (RPN) to inchide the downshift capability of the
transmission to help slow and stop the

1.) Start by identifying failure modes: vehicle.

2.) Assess final effects of each failure mode, consider impacts on * Based on insights from FMEA, a System

performance, safety, and functionality. Architecture Design Change is required

3.) Assign a severity rating (scale 1-4), where 4 = most severe.

4.) Determine root causes of each failure mode, evaluate all possible causes.pr

. . . [tern Failure Mode RPN Recommended_Action Action Taken of RA
5.) Assign an occurrence rating (scale 1-5), where 5 = most likely to occur.
. . . . . . R4 Install sensor on caliper and display Installed sensor an calipers to sense
6.) Evaluate detection controls, include measures like testing and inspections ® notification to driver on display when unusual  |undesired friction between pads and rotors,
: . . . wieat s occurring between the brake pads and |8lso included an indicator light on the
7.) Assign a detection rating (scale 1-5), where 1 = easiest to detect. _ rators [cluster to warn driver of a possible issue,
. . _S??p:fe:\tcle ) F43 Display notification for driver to bring in Phig-r? mirmed tl—;r: ‘.-'E*'I'dfr ta d'”:jla\f' L
8.) Calculate RPN using the formula: RPN = Severity x Occurrence x i} B e 1) Enn;,aryf i @ wehicle for maintenance check which includes :f'lfll"ft[lg” o the d\f[ildyfc‘_r\"_-hen to bring
Detection “rafu;?- raking railure inspecting and replacing brakes as necessary |-|‘r: ‘;;N; ~L Tc; ;H:{:Ca::: 5 -
SySLerm) - — se the down shift ability of the transmissian)
o X . . RALAdd WO Ealdg Sy braking capablllt},-‘t)'_wat to stop the vehicle if the primany and
9.) Use RPN values to prioritize risks, Higher RPN = greater risk ®:°=;ﬁ°t'"=l:?|‘;_the emergency brake or primary o rergency brake fail
raking capabilities

Install OEM birake pads and rotors

10.) Focus mitigation efforts on high-RPN failure modes. A rs A
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FTA allows the simulation of failure

Step 3b: Identify Failure Probabilities (FTA)

i

v

3

N
[

€

y

o SysML Customization for
Si

* Design Evolution (Figures A & B) Devslop System fic Needs
probabilities for intermediate and top-level . o o
events. * Figure A.) Original design includes
_ _ _ emergency brake failure and primary braking. f Syaem
Requirement values can be linked to derived _ _ o | Relebilty Analysi and
probabilities in the fault tree * Figure B.) Updated design adds transmission J| e "WR° I_ezg_l"_tve:e”l _
o / eliablll nalysis
downshifting as redundancy. %4 e .
Enables verification of whether system o Component Leve
requirements are met * This improves the fault tree outcome, now S— roed
" . . . . a § — ottoms Up op Down
) ) o _ meeting the driver stopping requirement A ¢ J Analysis Analysis
Helps identify how to optimize the allocation of within a safe probability range. L oty Remare nctons FwER)
failure proba bilities. ) b.) Identify Failure Probabilities (FTA)
_ * These architectural changes need to be
A key strategy is to add redundancy to the propagated throughout the system model, as
system to improve probability outcome outlined in Step 4 of the process.
Redundancy in both the fault tree and system Fak TreoEvores B ananic o B.) phth;t.ty:.,‘fhd”‘”‘h unable
architecture increases overall reliability. : : il 2top sehicl ey _la=1E
y ye Failed to Passed Requirement [probabity 016 ||~ 7T = The probabilyof
— T E mransterin - output vehicl shall boless e
Fault Tree Events : 02 - Driver unable to A,) Prohahilityofdriuer_unahle . et 0.02,
D Top Evert stop vehicle to stop the vehicle input 4
B
the driver unable to stap the «Tr_ansfarln» . A «ImermediateEw_ant»
[ Transter In - output vehide shall be less than 03 - Prlg:lagebraklng :Bacl;_:ﬁu?;aklng
= g
:irput : input “probability = 0.2272
: output
+ D < s : input
gTransferin: BasicEvent . .
:03 - Primary braking A I Design Change «ANDs
failure : merfga?lz?e’ gaxe —— ———
m =HasICEvents &l BS-\C \:’E -3
~probability - 02272 B I e taore,
e eeeee———— |pmbabi|ity=n.4ss L |probability=l].154 L
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* Enhancing System Architecture with FMEA & FTA Insights

* Use FMEA recommended actions and FTA failure probabilities to refine system architecture

* Integrated analysis offers a complete view of system reliability

* Enables easy traceability of impacted elements when requirements change

* Improves design robustness and adaptability

* Recommended Action: Add transmission downshifting as backup braking method

Step 4: Modify Design based on Reliability Analysis

4

Modify Design based [
on Reliability Analysis «{

Develop Systei’n
Architecture

|\ Traceability to Design Elements

Reliability Analysis

| 2

FMEA FTA
Component Level Slesesale *
Design —r =
PR | 5 d
H Bottoms Up Top Down |
o Analysis Analysis ~

a.) Identify Recommended Actions (FMEA)
b.) Identify Failure Probabilities (FTA)

* Made Recommended Action update to FTA, and the probability now passes the Requirement

* Original subsystem activity diagram (Figure A): Only included hydraulic and emergency brakes

* Updated diagram (Figure B): Includes transmission downshifting, enhancing overall system reliability

J

: Braking

act [Activity] Stop Vehicle[ 55| Stop Vehicle ]J

Drive Vehicle

Al)

act [Activity] Stop Vehicle [ Stop Wehicle ]J

Model Architec
Based on Reliability Analy

ture Update

, B

SIS

: Activate

|
|
i |

Eaauest «02 - Bubsystem Level Adtivtys T | apicke Decelerated
Apply Hydraulic Brakes A
Braking Request th |
@ @ |

. —
(02 Subsystem Level Activitys G,
Activats Emergency Brake# Apply Emergency Brake

’jmergenw Brake &pplied

| : Emergency Brake Applied

3

=|": venicle

in : Activate Emergency Brake }

I —
[ %02 - Subsystem Level Activitys )
in :Braking Request Braking Request : Apply Hydraulic Brakes E
:I th

Activate Eme;j;ency Braks#:‘

“ehicle becelsra{ed

[ %02 - Subsystem Level Activitys
: Apply Emergency Brake

\J.‘ out : ¥ehicle Decelerated
|

- 3 —

E out : Emergency Brake Applied
Emergency Brake Applied

in : Change to Lower Gear

| | |
I I (402 - Subaystem Level Sotiviys g |— Shifted 1o lewer gear
|, Change to Lower Gear . wclivitys g out : Shifted to lower gear
: Down Shift Transmission
| |

I777$77I

o)
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Conclusions/ Future Work

Model-Based Safety & Reliability Analysis (MBSRA) bridges Architecture and
Reliability enhancing risk assessment, traceability, and validation processes.

Promotes continuous refinement and optimization of reliability

This integration improves understanding of risk interdependencies, enhances
traceability, continuity, standardization, and strengthens communication across

multidisciplinary teams.
Future Work:

* More advanced metrics like Mean Time Between Repairs (MTBR) and Mean
Time to Repair (MTTR) can be derived through FTA, specialized tools (e.g.,
ReliaSoft BlockSim) may be required for these calculations. Integrate back into
model architecture.

* SysMLv2 and RAAML Integration

:ﬁ:
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