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Aircraft architectures are changing

TODAY YESTERDAY

TOMORROW

Non-integrated aircraft
. Systems are simple, obscure, proprietary and isolated — clear ATA responsibilities
. easy integration, low complexity

Integrated aircraft

. Systems share platforms (A653, Blades)
. Communication networks (Ethernet, AFDX)
. More complexity, more integration efforts

eEnabled aircraft

. More and more COTS will be used
. Merging of ground and aircraft systems
. High integration complexity
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Boeing 787 aircraft press review in 2008

POLITICS : SECURITY [)

FAA: Boeing's New 787 May Be Vulnerable to
Hacker Attack

By Kim Zetter (@

01.04.08 | 7:30 PM

The Renister = Security » Enterprise Security »

| US regulator raises
| Dreamliner hacker risk fear

SICHERHEIT SECURITY-MANAGEMENT

Flugsicherheit
Boeings 'Dreamliner' anfallig fur Hacker

Von: Liam Tung und Stefan Beiersmann

Mortag, ¥. Januar 2008
FOXHEWS.COM HOME > SCITECH

Die US-Flugaufsicht FAA hat Sicherheitsprobleme im Com; H L T'tES':IY K Int Boei 787
Boeing 787 Dreamliner ausgemacht, weil dessen Unterha ow to Hack Into a boeing
von der Bordelektronik abgekoppelt ist.

Tuesday, February 19, 2008
By Jackson Kuhl
FOX NEWS

E-Mail = Print

Share: 27Digg [EFacebook U StumbleUpon

Last month, technology news sites
and blogs breathlessly reported on
a Federal Aviation Administration
document suggesting that Boeing's
new 787 Dreamliner passenger jet
may be vulnerable to computer
hackers.

FOXHEWS.COM HOME > SCITECH
FAA: Terrorists Could Hack New Boeing Jetliner

Thursday, January 10, 2008
Associated Press

=2 E-Mail

= Print %) Digg This!

»" del.icio.us

In-flight entertainment has come a
long way since passengers craned
their necks to catch a glimpse of
the flickering films shown in 1980s
aircraft.

Today's passengers expect

on-demand video systems,
telephones and even broadband

- ..hh‘ Intemet arrpas
sueddeuische.de

Home | E-Paper | Immaobilienmarkt | Stellenmark‘t| hotarmarkt | Anzeigen| SZ-Shi

Politik | Wirtschaft | Finanzen | Kultur | Sport | Leben | Karriere | Minchen | Bayen

09,01 2008 15:01 Uhr Drucken | Yersenden | Hortakt

Boeing

Dreamliner auf Albtraum-Kurs

Mit wenigen Klicks zum Steuerkniippel: Die
Bordcomputer des neuen Boeing-Flaggschiffs
sind angeblich nicht ausreichend vor
Hackerangriffen geschiitzt.

lYon Wolfgang Koyl

2er Dreamliner won Bosing
“oto: AFP
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Regulations Requirements for System Security
Published for Boeing 787

Two Special Conditions from FAA (Federal Register, Dec. 28 2007):

25-07-01-SC: “The design shall prevent all inadvertent or malicious changes to, and
all adverse impacts upon, all systems, networks, hardware, software, and data in
the Aircraft Control Domain and in the Airline Information Domain from all points
within the Passenger Information and Entertainment Domain.”

25-07-02-SC: “The applicant shall ensure system security protection for the Aircraft
Control Domain and Airline Information Services Domain from access by
unauthorized sources external to the airplane. The applicant shall also ensure that
security threats are identified and assessed, and that risk mitigation strategies are
implemented to protect the airplane from all adverse impacts on safety, functionality,
and continued airworthiness.
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From to the
Two-V-Model ...

The System Engineering
process (SEP) and Safety

EUROCAE EUROCAE

Engineering Process (SafEP) ED-79 / ED-135 /
are using the Requirements- SAE SAE
ARP-4754 ARP-4761

Based Engineering (RBE)
method at the design phase
today.

SAE -
Society of Automobile Engineers

EUROCAE -
The European Organization for Civil
Aviation Equipment

SEP SafEP

i
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| CC;\ E " Interaction of the System Function | @

I i /} Requirements with the Safety-and !{‘-ll.{,‘l}

: . bt
Security Process )

... to the

Three-V-Model

The Two-V-Model was
extended by the Security

Engineering Process EUROCAE EUROCAE EUROCAE

i ) ED-79/ ED-135/ ED-202Set
(SecEP) to fulfil the authority SAE SAE RTCA
requirements. Each V-Model ARP-4754 ARP-4761 Do-326

is interacting with the other
ones.

Reflection of the Safety & Security
Requirements to the SEP

SAE -
Society of Automobile Engineers

EUROCAE -
The European Organization for Civil Aviation
Equipment

RTCA -
The Radio Technical Commission for Aeronautics

SecEP
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Detailed activities of the Three-V-Model Design phase
specified by SAE ARP- 4754
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Syst -
ysiems - System-Level
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Focusing on the SEP & SecEP for the new process approach

Aircraft
Development

Level

System
Development

Level

Design

Aircraft Function
Development

T 1

Aircraft Functions to [*

Allocation of

Aircraft Level
FHA/ PASA Preliminary Aircraft

Security Risk

Systems

_____________ LV R —

Development of

Management

System-Leve
FHA Sections

Preliminary System

System -
Architecture

Security Risk
Management

i \ P55As
Allocation of System
Requirements to
Items B
_____________ . A ___________
SEP SafEP
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SecEP

C

Aircraft Architect
Know-How

€ Aircraft Function
& E Development
a9 —
S oo -
9 — Allocation of
5 b Aircraft Functions to
o g Systems
2
T v
o £ Development of
S i} System
EE=- 2 Architecture
o [7]
+ o > @ )\ 1
® O v
a9 - Allocation of System
8 Requirements to
Items

System Expert
Know-How

Aircraft
Development

Level

Aircraft Function
Development

I} I}

Development of the
horizontal functional
relation Model

T

I—

SysML Model

Level 1

Aircraft Function:
Aircraft Level
Requirements

Multi-System
Development

Level

Systementwurf

\ \

Specification of
Multi-ATA Functions

- I

Functional grouping
& Allocation to
Systems

) 1

Level 2

System
Development

Level

Development of
System
Architecture ||
T 1

| L2 Multi Systems:
\ \

Allocation of
Level 3

Functions to Systems
- L3 Systems:

Allocation of System
Requirements to
Items

Development of
System Architecture

|-

Structure behaViO!
diagrams ™"

SecEP

e Threat Conditions
e Loss of Security Attribute
e Security Impact [Rating]

Multi-Systems Threat Scenario (Risk)
e Vulnerability & Attack Path

e Risk Assessment (ISO/IEC 18045)
e Security Requirements

Systems Threat Scenario (Residual Risk)
e Vulnerability & Attack Path

e Risk Assessment (Effectiveness)

e Risk Acceptance
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RAAML | A safety and cybersecurity modeling language (1/2)

= OMG RAAML 1.0 FTF: v, =
o Extensions to SysML needed to support safety and reliability analysis I(—){.;uia‘ctu n% RAAML

Management
MODELING LANGUAGE

o Published in April 2023 Group

Core concepts domain model Methods

Generalization Composition ] ]

Causality Color code
! l 03-General

+ . o atinbutes [ entiy 02-Core
genn'em\ pua.rt L / 2.5 (]
0.
Element H Violates '7 Situation D Foreign Domain Concept
‘ i 1 atiribuies context wprofiles el
description : String [0..1] from Core Profile General Concepts Profile

e f— o

g

partPath 0.+ attribute | 0.+ Core Library == == | = General Concepts Library
DependabilityElement DependabilityAttribute
attribute s jedemne:

1 LN Hoki D?t!ﬁ'ue o 01 AttributeRelation | ]

0.5 unit 0. attribute afirbutes L s == - - - ----
| S o— 3 = - } aﬂ;r:‘ts value [0..1] b~ formula - String [0..1] — } ) |

I 1 05-Methbds ] 06-GSN
. . 1 T t 'l
Main Contributors FTA R | ' sron

&ZZ2» (D) AEROSPACE  AIRBUS e

? @ !pﬂ!ﬁ:» ‘l‘lﬂrﬂ*ﬁ\sn ‘u‘u’:ﬁb» :“IL—"”—|
DS EL?SS?E%J.ELE MI TRE M,;',‘:;i‘,'{!," t:_'fi: ” _g,_‘.,,.‘: FTA Profile FMEA Profile 1SO 26262 Profile STPA Profile

anet ivaagy
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o
RAAML | A safety and cybersecurity modeling language (2/2)
= OMG RAAML 1.1, beta version available since June 2024 OvVG @, RAAML
o Foundations for security to support specific security method (e.g. TARA o Momagement MV OWE RISCANALYSIS
1SO21434, STPA-Sec) . R

© Reliability Block Diagrams (RDB)

= New concepts (common & security specific): — —— ———
o Item o —
eneral Concepts Profile -l_Dmﬁ\En .
o Asset (with value attributes — various *-ilities) . Bl T
o Loss, Impact (with individually rated impact to each attr | -{comcom vy o | 00 Securty Concopts Library
o Factor (promoted from STPA) . 2 *
.. . oy- 1
o Limitation, Weakness, Vulnerability o L _____ |
. .o 1 1 1 1
o Threat, Threat Actor (Security-Specific) — N T ﬁ: S =
IFrA ‘:‘FMFA | Iso2622 " rRBD t STPA:
. : L L - o
Mam Contrlbutors FTA Library FMEA Library 1S0 26262 Library RDEL irary STPA Library
1 I 1 1 1
AEROSPACE AIRBUS B B Il
FTA Profile ‘ FMEA Profile 1S0 26262 Profile ‘ Rag Frofile STPA Profile

Fsoassamr - MITRE L UHH

Hamburg University of Technology



- Security Assets .
Aircraft [T = . = Threat Conditions - O e
Q 1 - =4 - - Indlre(:t Assets — H H B 7027 L1 AcFet2 i dations Accountability Impact | E Accountabil 2 Mo Effect
AI rcraft functlonal = = = . n LOSS Of Securlty Attrl bute = TC:ZB g A(Fnzpmv\ & restin a(mmmn:tmn;A((c‘lu:‘a \‘\ty m:a E:u‘.u:‘a ility ; Mn oc
chona .| = Flight Phases - Securtty Impact e T

Function + . Use Cases T e
Misuse Cases

= Multi-Systems Threat Scenario [Risk] Risk Acceptability
L2 Logical & _ . = Vulnerability & Attack Path Severkty o Thren Condion

Multi Functional e e— - = —Risgk assessment as per 150,18 045:2022 me::;::; = M% e e
architecture (IBD — ) = Security Requirements [P RN PUS ey [T
Systems (IBD) - — — Uty Requirements o e e s e | e

Extremely Low | Acceptable | Accepteble | Acceptable | 2

satisfy Systems Threat Scenario [Residual Risk] Effectiveness Matrix
L3 Logical & ‘ -— — o Refine Multi-Systems Threat Scenario
functional e i Security ! Vulnerability & Attack Path ]

Systems  EIEIETIEI N——
(IBD)

Risk Assessment as per (T ;
DO0326 Effectiveness method
Risk Acceptance

Security Risk Assessment



I@E Workflow for model-based Airworthiness security assessment 5

L1 — Aircraft Level L2 - Multi-systems level L3 - Systems level

System Engineer

I—60—0—0— 00—

S e | Identify relevant Aircraft Design Logical and Refine Logical and Functional architecture
" functions as Security Assets _ Functional architecture g adding Security Measures
- = (. A ?

B e s engeslreatiaint and safety ‘ :12 AcFct 2.3 power seating and resting accommodations.

—

!

i,
R 3
EEZ2achctitprovidelzeating ac commodations HI]—[I] : L2 AcFet 2.2 actuate seating and resting accommodations I

Design Aircraft functional architecture.
Define Flight phase and Indirect Asset
(Crew, Passengers...)

-

| :lz AcFct 44 provide wireless seating and resting control interface. I

SeatPaXirtertace | Blustooth

Security Engineer
)

v

Create Threat Condition table for Create Attack Path directly Create Pre-Threat Scenario including Based on Pre-Threat Scenario, create

- Post -Threat Scenario that refined Attack
i i Threat S Vulnerability, Attack
each Security Asset and rate its on the system model and reat Source, Vulnerability, Attac Pathincluding new Security Measures.

Impact on Indirect Assets rate its likelihood Path, Threat Condition. Risk Rate Effectiveness to aet Risk
Acceptability is automatically derived Accentability result g
. . i ult.
# Name Security Attribute | Threst Condition Aggregate Impact Rating | Impact On 'Airline! RT“”"E':S”";E“'”E o Create secu”ty Requ”ements for p y St myL3TS
mpact On ‘Airline’ . -my.
|1 E TC-1U1 AcFet2 provide resting a| @ Accountability B TC-1L1 AcFet 2 provide re|28 Ho Effect Mo Effect The rationalis that one... UnaCcePtab/e risk
|2 | 702 L1 Acet2 provide resting a| @ Availability B TC-2L1 AcFet 2 provid Major Mo Effect
|3 | B TC-311 Acker? provide resting 3| @ © & To-3 L1 AcFet 2 provid Mo Effect INo Effect
|4 | B TC-aL1 Acker2 provide resting 3| @ Intearity B TC-4 L1 AeFet 2 provid Major Mo Effect
5 | B TC5 L1 Acket2 provide resting a| @ Privacy B TC-5L1 AcFet 2 provide rel2 Mo Eifect No Effect
T T e g1 e
® i wihinarten | 5 et ot
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SECURITY BY DESIGN
SVSM I_ : people

agnosticc, no ambiguity, fully
é]'sec connected to the model @

TRACEABILITY CONSISTENCY

. . assessment to adapt to the
Multi-systems level where High level ) P
system design level

design is connected to Lower levels
g. 2 to follow standards & best
solutions ,é@

o—

practices evolution —=

SCALABILITY

Knowledge sharing collaborative
work between systems and security

O

engineers ?ﬁ
©
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Thank You!

Hartmut Hintze

Hamburg University of Technology
Hein-SalR-Weg 22, D-21129 Hamburg
Hartmut.Hintze @TUHH.de
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Overview Today’s Regulations and Standards

Airworthiness certification (regulations)

Regulation No 1702/2003

EASA Part 21
Airworthiness and Environmental Certification

Certification Specifications
S 25 - Certification Specifications for Large Aeroplanes

Acceptable Means of Compliance
Systems Engineering

ARP4754A /ED-79A
Guidelines for Development of Civil Aircraft and Systems

ARINC 664 P5 Aircraft Data Network, Part 5,
Network Domain Characteristics and Interconnection

(5 25.1309 C525.1319

Equipment, systems and installations Equipment, systems and network
information protection

AMC 25.1309 System design and analysis AMC to CS 25.1319

ARP4761A/ED-135

Guidelines for Conducting the Safety Assessment Process
on Civil Aircraft, Systems, and Equipment

Design and Security Considerations

Equipment, systems and network
information security protection

DO-326-/ED202-Set*
Airworthiness Security

ARINC 811
Commercial Aircraft Information Security Concepts of Operation and Process Framework

Detailed Design & Implementation

DO-254 / ED-80 DO-178C / ED-18C DO-160G / ED-14G DO-332/ ED-217
Design Assurance Guidance For Airborne Software Considerations in Airborne Environmental conditions and test Obect Oriented Technology and Related
Electronic Hardware Systems and Equipment Certification procedures for airborne equipment Technologies

DO-330/ ED-215
Software Tool Qualification Considerations

DO-331/ ED-218
Model Based Development and Verification

Formal Methods

DO-333/ ED-216

*Consists of:

D0-391 / ED-201A

Aeronautical Information System Security Framework Guidance

DO-356A / ED-203A

Airworthiness Security Methods and Considerations

DO-326A [ ED-202A
Airworthiness Security Process Specification

DO-355A / ED-204A
Information Security Guidance for Continuing Airworthiness

ED-205A
Process Standard for Air Traffic Management/Air Navigation Services
(ATM/ANS) Ground Systems Security Aspects for Certification/Declaration
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