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Context

• Research competition from the SERC.

How to make reliable 
intelligent systems
From not-reliable 

“intelligent” components?



Operational Context

• Define a system capable of clearing a mined path for a battalion 
to cross the mined path.

• There are 4 kind of agents involved in the system:
• UAV: capable of surveying the area and making predictions

• Human SME: capable of making predictions

• UGV: rover capable of clearing the mines

• Battalion soldiers: move towards where the operator tells them
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Assumptions:

• UAV is a fast, multi-spectral video collection system
• UAV generates predictions from its data.
• AI performance data corresponds to UAV
• Human SME reviews video from UAV
• HUMAN SME generates predictions from UAV Data.
• Human SME gets feedback from UGV
• There is an ENEMY that MAY damage the system through cyber-

attacks.
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Operational Solution at the Mission Level

• How do soldiers plan to traverse the cleared path?
• Wait for cleared path?

• Walk with the UGV?

• Walk X nodes behind the UGV?
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Generic Functional Flow (Not necessarily 
in this order)
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Metrics of Effectiveness Definition

• Time to clear Path (explicit):
• Time needed to declare a path as clear for a battalion to move from 

point A to point B in less than ARG

• Effectiveness (not explicit):
• The path defined as clear must have a minimum likelihood of being 

clear of ARG

• Trustworthiness (not explicit): 
• The path defined as clear must have a minimum level of 

trustworthiness such that the soldiers believe the path is safe. The 
minimum trustworthiness level is ARG. 
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Security Breaches

• An enemy may distort the communication network. Therefore, 
two uncertainties arise: whether part of the message sent is 
distorted (predictions, mine cleared declaring, etc) or messages 
from outside the system were inserted in the system.

• An enemy may distort the communication service capacities. 
Some of the communication links can be closed totally or 
intermittently. 
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Mission Model Formalization

• Formalize how to estimate the MOEs defined above.

• Incorporate sources of uncertainty 

• Characterize the performance of the System with respect to 
the mission at hand
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SIMULATION & ANALYSIS

Scenarios = Mission threads X Architectures

Monte Carlo – 100 runs for each scenario

min(MOE0), min(MOE1), max(MOE2), max(MOE3)
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EXAMPLE OF SOLUTION STRATEGIES & ASSESSMENT
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Lessons Learned:

• Deeply study the situation at hand, identifying all sources of 
uncertainty, operational variations, etc.

• Disaggregate the metrics that characterize the effectiveness of the 
system to be implemented considering real-world situations.

• Decouple action taking from predictions/inference.
• Let decision making algorithms incorporate uncertainty.
• Design systems such that their functional flows react to different 

uncertainty levels.
• Study architectural variations that can respond to communications 

breakage. 



THANK YOU

samuelcornejo@arizona.edu
alejandrosalado@arizona.edu
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