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Secure Cyber Resilient 
Engineering

• Need rigorous methods and tools usable in 

all stages of the SE process

• From Mission Engineering to 

Developmental & Operational Test

• Earlier focus on loss causation and 

resilience

• Later focus on risk/vulnerability 

management and assurance

• Continuous evaluation of assurance-

related quality attributes

Cleared for open publication June 26,2025
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Foundational Capabilities 

Cleared for open publication June 26,2025
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SCRE SE Methodologies (Processes & Principles)

Cleared for open publication June 26,2025
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Previous Applications of SCRE

Surviellance Drone

(Army)

Pipeline (ASD/RE)Silverfish (Army) FLRAA (DTEA, 

Army)

Wind Farms (R&E, 

NNSA)Cleared for open publication June 26,2025
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Toward a Solution
Achieving Cyber Resilience

To achieve resilience, use the same System Engineering processes as when 

considering Safety, Reliability and Survivability

• Design in resilience

• Engineered resilience responses

• Develop measurable cyber requirements alongside Performance, Safety and 

other “-ility” requirements
• Typical cyber requirements are security controls that do not relate directly to mission capability 

or defender response

• Use common Mitigate and Recover capabilities, regardless of cause, where 

possible

• Loss-driven perspective

Cleared for open publication June 26,2025
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Based on System Theoretic Process Assessment

7

• A Loss involves something of value to stakeholders. 
Losses may include a loss of human life or human injury, 
property damage, environmental pollution, loss of 
mission, loss of reputation, loss or leak of sensitive 
information, or any other loss that is unacceptable to the 
stakeholders.

• A Hazard is a system state or set of conditions that, 
together with a particular set of worst-case 
environmental conditions, will lead to a loss.

• An Unsafe Control Action (UCA) is a control action that, 
in a particular context and worst-case environment, will 
lead to a hazard.

• A Loss Scenario describes the causal factors that can 
lead to the unsafe control and to hazards.

STPA is an iterative, methodical hazard analysis technique to identify causes of hazardous conditions 
intended to improve or promote system safety. Systems-Theoretic Accident Model and Processes 

(STAMP) is the core modeling framework.
• In cyber-physical systems, security can be treated as analogous to safety.

Leveson, Thomas https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdfCleared for open publication June 26,2025

https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf
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Use Models to Represent Adversity Chain and Assurance Cases

Cleared for open publication June 26,2025
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Cyber Resilience Requirements Methodology

Cleared for open publication June 26,2025
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Resilience Requirement Templates

10
Cleared for open publication June 26,2025
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Resilience Mechanism – Breaking the Adversity Chain

1

1

Observe the System rather than 
the Adversary

Can specify and test:
● Time to detect 
● Characteristics of resilience 

modes
● Human-autonomy control roles
● Information / communications

Cleared for open publication June 26,2025
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Sentinel Patterns

Cleared for open publication June 26,2025
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Resilience Pattern Catalog

Cleared for open publication June 26,2025
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Resilience Profile within SCRE Model (SysML v1)

Cleared for open publication June 26,2025
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Offshore Wind Farms:
Modeling system 
transitions from a loss 
scenario to mitigate 
cascading failures 
SCRE’s simulation methods for balancing 

resilience trade-offs and its applications. 

The SERC team performed Resilience-

Driven, Loss-Based Cyber Table Tops to 

derive loss scenarios.

Cleared for open publication June 26,2025



incose.org | 16 

Perform System 
Scoping
“A system to do 

{What = Purpose} by 

means of {How = 

Method} in order to 

contribute to {Why = 

Goals}”

What keeps you up at 

night? Undesirable 

events, unacceptable 

losses

Cleared for open publication June 26,2025
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Whiteboarding for 
Modeling

Cleared for open publication June 26,2025
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Outcomes of System Scoping 
RDLB-CTT #1

• WEF Use Case Model

• WEF Context Model / System Control Structure

• Wind Turbine with SCADA Usage Control Structure

• STPA-Sec WEF System Losses

• STPA-Sec WEF System Hazards

These were then used for System Architecture and as a part of RDLB-CTT #2
Cleared for open publication June 26,2025
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Loss Scenario 
Assessment

Hazardous Control 

Actions and Loss 

Scenarios

Evaluate the chosen 

Loss Scenario

Reduce likelihood via 

Assurance case

And/or

Reduce consequence via 

Sentinel Scenario (how to 

detect) / Resilient Mode 

(what is reconfigured)

Cleared for open publication June 26,2025
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Driving the Loss 
Scenario 
Assessment
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Outcomes from Loss Scenario 

Assessment
From RDLB-CTT #2

• Prioritized Control Loop with Example 

Mitigations

• Example Assurance Cases

• Example Sentinel Scenario

• Updated WEF Model with Resilient 

Architecture

• Updated Offshore Substation with 

Resilient Components

• Updated Wind Turbine Model with 

Resilient Components

Cleared for open publication June 26,2025
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Updated WEF Model with Resilient Architecture, cont.

Cleared for open publication June 26,2025
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Verification and 
Test 
Assessment

• Provide the SCRE Requirement Traceability – 

linking Sentinel Scenarios and risk assessments 

from CTT #2 into structured, testable 

requirements.

• Illustrate the Integration into MBSE Artifacts – 

modeling SCREs within the Cameo environment 

to inform design and decision-making.

• Perform Verification Strategy Development – 

exploring test methods for both cyber assurance 

and resilience mechanisms.

• Perform Tradespace Exploration – identifying 

constraints, risks, and impacts of resilience 

measures on the overall system design.

• Review Planning Forward – preparing a 

roadmap for how SCREs and resilience goals 

would be verified throughout the lifecycle.

Cleared for open publication June 26,2025
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FOREST into SysML v2

Cleared for open publication June 26,2025
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Summary

• Rigorous SE process for designing cyber resilience into systems, as early as 

conceptualization

• Table-top driven evaluations based on STPA-Sec and loss-driven analysis

• Focused on control flows

• Produces more detailed requirements than other approaches

• Specifically defines test and measurement criteria (FOREST)

• All aspects of the threat, analysis, and design captured in MBSE

• “Sentinel” functions validated to provide protection in real-world cases 
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