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SOSWG At IW24 i

Sunday, January 28 - 1-5: Working session on approaches to SoS
Engineering

e The current SEBOK SoS knowledge area focuses on broad discussion of systems of
systems (SoS) characteristics and systems of systems (SoS) challenges. When we
look at progress which has been made in the last few years, it is time for a revision
and a new focus on approaches to addressing SoS. This session will provide a
venue for SOSWG members to share approaches they have implemented, and
their lessons learned. The results of this session will provide input to the update
of the SEBOK.

*onday, January 29: 9:30-12: SoSWG Business Meeting

 This meeting will review the status and plans for current activities of the SoOSWG
and open discussion of possible new initiatives.



Software InterfaceWorking Group (SaSIWG) A= |

Agenda

* Welcome and Introductions

 Webinars

« Upcoming Conferences — IEEE 2024, SoSE 2024, IS 2024
 SEBOK

e Collaboration with INCOSE WGs
Systems and Software Interface Working Group (SaSIWG)- Macaulay
Osaisai

 Review of IW 22 Actions

e Open discussion — What next?

e (Close



SoS Webinars

’ INCOSE Systems of Systems Working Group
Webinar Series on Systems of Systems

Integrated SE and T&E Approach for “Collaborative” System of
Systems (SoS): Digitally Aided Close Air Support

SoS Architecture Patterns

= Templates to describe solutions to
L known problems
= Context — Problem - Solution

| = Proyideageneralized guidelingto -

re|

| CBT Modelling Patterns for Systems

7 | ]

MCS of Systems Architectures
= D

Pgl  Claire Ingram (Newcastle University, UK) @5 Newcastle
- Richard Payne (Newcastle University, UK) University
. Simon Perry (Atego, UK)

Jon Holt (Atego, UK) L7 aftego
ﬁ Finn Overgaard Hansen (Aarhus University, DK) / AARHUS
— Luis Diogo Couto (Aarhus University, DK) N\ UNIVERSITET

INCOSE SoS Working Group Webinar
September 2014

COMPASS

www.compass-research.eu

Systems of Systems Working Group

4 3 Webinar Series on Systems of Systems
“‘L(_:O§E SaSWG Chalr: Alas Harding Alin D Hardingettaesystemecom +44 1252 3835
- o = Sa Co-Chair: Judith Dahmans, idahmanastmiireorg +1 (703) 983-1363

L Webinar Coordinator: Eric Honour, shoncurstheode com, +1(615) 614-1109

Friday, 26 September 2014
11:00am - 12:00pm EDT

Advance SoS Architecture Patterns and Online Repository (DANSE)

In this Webinar we present aspects of our extensive research on advanced SoS architecture
patterns that can be used to support Modelling and Optimisation of Complex
System of Systems (SoS). We have created a novel framework that facilitates reuse of the
patterns as well as supporting mining of legacy/future architecture patterns.

In addition, we will present our comprehensive and growing online repository, which includes
over 120 architecture patterns. The repository incorporates sophisticated search facilities and
can be accessed via standard web browsers or through an iPAD via a free App. Many of the
corresponding models are available in downloadable UPDM/SysML profile format for ready use
by the SoS architect in for example IBM Rhapsody. An ontological database version of the
repository is also being developed to enable patterns to be reused in a wide range of tools that
support the RDF format.

‘We will present an operational overview of how the architecture patterns repository can be used
to populate an IBM Rhapsody SoS UPDM project in order to facilitate architecture analysis.
This research forms part of the EU funded DANSE project. It is planned to make the repository
fully available to the wider SoS community as an open source resource in the near future.

Prof. Roy Kalawsky, Demetrios (Mitch) Joannou,

Antara Bhatt, Loughborough University

Professor Roy Kalawsky is Director of the Advanced VR

Research Centre and Associate Dean (Enterprise) School of

Electronic, Electrical and Systems Engineering at Loughborough

University. He has been a systems engineer for over 30 years

(initially with BAE Systems). His research is concerned with
ping next modeling, 5@ and

visualization tools and techniques to advance model based systems engineering, He leads many

collaborative research projects and is responsible for the Systems Architecture work package in

the DANSE project.

Mitch Joannou and Antara Bhatt are experienced systems engineering researchers who are

working on multiple elements of the DANSE project. In particular they are working with Roy on
ping the online i patterns reposi

http://www.iboroacuk/research/avrre/

http://wwwiboro.acuk/research /systems-net/

For further details please contact:

Professor Roy S. Kalawsky, +44 (0)1509 635678, rskalawsky@lboro.acuk

https://connect.incose.org/Library/\Webinars/

Pages/Working-Group-Webinars.aspx

Monthly online webinars

Recorded and posted on SoS WG
Connect Site

Contact Jason Sherey with
recommendations for added
webinars at
Jason.sherey@gmail.com

Suggestions?

* Introduction to SoS
 Harding SoSE 23 Keynote
 Others?


mailto:Jason.sherey@gmail.com

Upcoming Conferences

|IEEE Systems 2024 SoSE 2024 INCOSE
International
J 23rd - 26th 2024 i
SYSCON 2024 51,20 Hne &t Symposium
The 18" Annual IEEE International Systems Conference | Delta Hotels Montreal, Canada Ven ue: Mur ano H ote ’, Tacoma, W A, US A -
(AP 15 - 18,2024 | moNTREAL, ac, CaaDA Conference Theme: Al Role in Systems of Systems A2 R a RY 3 4 th Annu %lllNrC‘ OSE
The 18th Annual International Engineering ‘N ™ g h | |tu~~.L e
Systems Conference / Dut;lin, s

July 2 -6, 2024

oTEMS
4 S
. ’ c = '\
N\ E INCOSE
b - \
N - e

https://www.incose.org/symp2024

https://2024.ieeesyscon.org/ https://sosengineering.org/2024/

29-janv.-24



Conferences
|IEEE SOSE Conference 2023 SoSWG Panel

INCOSE is a partner in this conference

Traditionally, the SoS WG has sponsored
one or more sessions

e 2021:S0S and Complexity
SN e 2022:S0S and INCOSE Vision

Polytech Lille, University of Lille ,Villeneuve d’Ascq, France
Conference Theme: A.l and Autonomous Robotics in System of Systems

LLLumversité . * 2023:S50S Pain Points

de Lille

18th Annual System Of Systems Engineering Conference

INCOSE Panel
Systems of Systems Perspectives
on the INCOSE SE Vision 2035 Systems of Systes & Complesty Panelist
2023 INCOSE Panel: SoS Pain Points ) L~
10-year retrospective ’ %L

Roedler, Dahmann, Harding, Axelsson

29-janv.-24 www.incose.org/IW2022 6



SOoSE 2024 WS

19th Annual System of Systems Engineering Conference

Keynotes:

* Marilee Wheaton,
INCOSE Past
President

e Sky Matthews —
IBM

* John Palmer -
Boeing

June 23rd - 26th 2024
Venue: Murano Hotel, Tacoma, WA, USA

N Conference Theme: Al Role in Systems of Systems
MOU Signing Event between Y Y

SoSE Conference and INCOSE Engineering INCOSE SoS Panel
 “The Impact of

e Advanced

. ¥IEEE riT:= Technologies
E ”

, on SoSE

= g

www.incose.org/I\W2024 7



Engagement with Other WGs - Opportunities

» Complexity

Long time partner; Sunday
afternoon collaboration

session;

s*Review New
Complexity Primer for
SoS Implications

Is there still interest
in engaging with
these working
groups?

Volunteers to lead
these
engagements?

» Smart Cities

Recognizing the SoS aspects of smart cities, Jennifer Russell has invited
SoSWG members to join online Smart Cities monthly meetings

> Agile WG:

There was WG interest in Scaled Agile Framework/DEVSECOPS Lessons
for/applications to SoSE expressed during IW22 discussions

** Review Agile Primer for SoS Implications

» DEIX WG:

Digital thread through SoS was a topic raised during IW22 discussions, with
proposal for follow-up with an exchange with DEIX WG

» Productline WG Engagement (Hoehne)

Relationship to Productline WG recognized as area of interest



SEBoK: SoS and
Complexity

Log in

GUIDE TO THE SYSTEMS ENGINEERING
O BODY OF KNOWLEDGE

Page Read Viewsource View history PDF Export ‘Searcn SEBoK Q

° ° ( ° ’
System of Systems and Complexity * Article in ‘Emerging Knowledge
Guide o the Systoms Enginasring Body of Knowlodge (SEE0K) > Emerping Knowlodge > Emerging Topias > Systom of Sysiams and Gomlaxily O n S O S a n d C O m p I eX I ty

Stewards

Lead Author: Judith Dahmann

Systems of Systems are generally characterized as complex (Sheard, 2019) (Luzeau et al.,2011) (Simpson,

2009) (DeLaurentis, 2007) (Ireland, 2014) (Magee, 2004), as is noted in the systems of systems (SoS) [ ) B a S e d O n WO r k Of S O S a n d
knowledge area of the SEBoK.

The question for those seeking to perform SoS Engineering (SoSE) then is how to address/use SoS

L] L]
Main Page complexity? In an ongoing collaboration between the INCOSE SoS and Complexity Working Groups, recent ‘ O m I eX I t WO r k I n G ro u S
Editor’s Corner work on characterizing complexity has been applied to SoS, to assess how and why SoS exhibit complexity, as

Quicklinks

Governance and Editorial Boards the basis for identifying approaches from the complexity community to applications of systems principles to
SEBoK Sponsors systems of systems. This collaboration was spurred by recent work in both communities on concepts to
Acknowledgements and Release understand how complexity affects systems of systems (Watson, 2020) and guiding principles to complexity
Gy thinking can be applied in Systems of Systems Engineering. (INCOSE, 2016)
FAQs

Outline Contents [hide]
. 1 Complexity Dimensions Applied to Systems of Systems

2 Guiding Principles to Complexity Thinking Applied in Systems of Systems Engineering
3 References

[#] Part 1: SEBoK Introduction

[#] Part 2: Foundations of Systems

Engineering 3.1 Works Cited
[# Part 3: SE and Management 3.2 Primary References
(4] Part 4: Applications of Systems 3.3 Additional References
Engineering

https://sebokwiki.org/wiki/System_of Systems _and_Complexity



SEBoK: SoS Knowledge Area

(KA)

Systems of Systems (SoS)

Guide fo the Systems Engineering Body of Knowledge (SEBoK) = Systems of Systems (SoS) = Socio-Technical
Features of Systems of Systems = Architecting Approaches for Systems of Systems = Systems of Systems (SeS)

Lead Authors: Mike Henshaw, Judith Dahmann, Bud Lawson

System of systems engineering (SoSE) is not a new discipline; however, this is
an opportunity for the systems engineering community to define the complex
systems of the twenty-first century (Jamshidi 2009). While systems engineering
is a fairly established field, SOSE represents a challenge for the present
systems engineers on a global level. In general, SOoSE requires considerations
beyond those usually associated with engineering to include socio-technical
and sometimes socio-economic phenomena.

Contents [hide]

1 The Role of System of Systems Architecting
2 Challenges in Architecting SoS
3 Architecture Analysis
4 The Open Approach to SoS Engineering
5 Networks and Network Analysis
6 Interoperability
7 References
7.1 Works Cited
7.2 Primary References
7.3 Additional References

Contents [hide]
1 Topics
2 Characteristics and Definitionof Systems of Systems
3 Types of SoS
4 SoSE Application Domains
5 Difference between System of Systems Engineering and Systems
Engineering

6 SoSE Standards
7 References

7.1 Works Cited

7.2 Primary References

7.3 Additional References

7.4 Relevant Videos

Contents [hide]

1 The Socio-Technical Nature of Systems of Systems

2 SoS Governance

3 Situational Awareness

4 References
4.1 Works Cited
4.2 Primary References
4 3 Additional References

https://sebokwiki.org/wiki/Systems
_of_Systems_(SoS)
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Micheal Henshaw and
Judith Dahmann Co-
Editors of SoS KA

Plan to update SoS KA in
2024

Retain/Update basic
information

Update and replace
other content with a
focus on approaches to
implementing SoSE

Sunday, January 28 - 1-
5: Working session on

approaches to SoS
Engineering

10
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Sunday SEBOK/SoSE Approaches Session -
2 B @
Agenda N E— 5 « Great participation (~40 in-person and

* Welcome and Introductions

* SEBOK Update — Tom McDermott and Garry Roedler
e SEBOK System of Systems (SoS) Knowledge Area (KA)
e ‘SoSand Complexity’ in Emerging Knowledge

* Plans for SoS KA Update

sosmemachtere [ O remote participants) and lively discussion

* Found good opportunities in the
approaches included in the discussion

* SoS Implementation Approaches — Examples to Begin

Discussi'on . — ] Slides
* Open Discussion .
- Data analytic methods for understanding ~ ® Suggest include discussion of ‘enablers’
SoS performance which are important for different
— approaches
ocial Dimensions of So . : ':‘j":"“' o o oy
oo N s * |dentified additional near and long-term
* Address areas
issues
beyond — Multi-Scale (socio-technical SoS)
k| Stephen Cook t h i I .
_ sennies — Innovation Systems/ SoS
« Leverage/update some - — Methods from specific domains (e.g..
longstanding approaches (e.g., Mission Engineering Methodology @ » Relevant Rail, Energy)
wave model) but needs _ B _
* Build on emerging complexity to be Ultra Large Mega Systems
materials (e.g., most recent translated * Next StepS
Complexity Primer) to non- . . .
wEn_) Defense — Review discussion for near-term SEBOK
= Tl language updates and options for SOSWG
initiatives 11

—Solicit voliuinteers to <tinnort thece
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Review of Opportunities identified at IW23

INCOSE Handbook - complete
Cyber Security from SoS perspective — Beth Wilson - Complete
SEBOK — SoS and Complexity - Judith Dahmann - Complete

Relationship between SoS, Mission Engineering, Capability Engineering
and Complexity - pending

SoS reflection on INCOSE products — pending

Heuristics (New - Kerry Lunney)



LY

SoS Input to the INCOSE SE Handbook
Update

 The update to the INCOSE SE Handbook (SEH) is
underway

 Working Groups had an opportunity to provide input
e Several SoOSWG graciously provided comments
 Content was updated following INCOSE IS 21

 Additional updates were reviewed at IW22: Six
additional comments submitted and accepted in
e — WiLEy principle by the SEH core group and one comment was

deferred to the working group

e SoSWG comments were accepted and were included in
the handbook

Released July 2023!



. System of Systems (SoS) Perspective on & 1
Cy b er S ecuri ty fro m SE for Cyber Contested Environment ;"

SOS Pe rS p e Ct | Ve Cyber Threats Amplified in the SoS Environment

Lateral Movement

At IW22 SoSWG received a request SE Enablers lead Insider Threat
. Evolving Threats
SoS Wor.klng Group agree to develop a paper on SoS Systems Security Techniques Made Difficult for SoS
perspective on Cyber Securlty. Network Segmentation/Segregation
This was implemented in partnership with the Complexity Defense-in-Depth
Working Group. Patching Vulnerabilities
Completed Encryption

Access Control
L)

)

/ H .

* Beth Wlls_,on draft paper and shared draft with SoS Pain Points Amplified by Systems Security
Complexity team Concerns

% Paper was reviewed and completed Testing

% Paper IS available Capabilities and Requirements

)

Autonomy, Interdependence, and Emergence

. Constituent Systems
System of Systems (SOS) Perspective on Core Elements in SoS Engineering Challenged by

SE for Cyber Contested Environment Systems Security

Understanding Systems and Relationships
Designing a cyber secure and cyber resilient system is challenging. Extending this design

concept to a System of Systems (SoS) amplifies this challenge. This white paper explores the Assessing Performance against Capabi|ity Objectives

SoS perspective on systems engineering for the cyber contested environment. We identify

cyber threats that are amplified in the SoS environment, identify systems security techniques Deve|oping and Evolving an SoS Architecture

that are difficult to implement in a SoS, and map these cyber security and cyber resiliency

challenges to the SoS pain points and SoS Engineering core elements. Monitoring and Assessing Changes/Orchestrating Upgrades

Summary

Contact: Beth Wilson wilsondrbeth@aol.com


mailto:wilsondrbeth@aol.com

SoS Reflection on INCOSE Products In Progress

At IW22, the working group decided to undertake a new line of effort, to provide
an SoS perspective on INCOSE products.

As the SE Vision 2035 interconnected systems — SoS — are becoming the norm
which calls for an SoSE perspective as we move to the future.

This provides an opportunity of the working group to support INCOSE writ large
by bringing an SoS perspective to INCOSE products in several ways.

By exposing products to the SoS community, the SOSWG can promote broader
use of products from other working groups.

In the process, the WG can assess whether there is a need for added guidance or
advice on how to effectively leverage the products when address an SoS —
possible creating a short addendum offing this perspective.




Summary of Project Progress

SoS Perspective on Requirements WG Products \3'

Timeline

Activity

Results

July 2022

RWG
Cafe

How does SoS use RWG products?

Aug 2022

SoS

Decided against stand-alone option

Project + GtNR =120 pages, GtSoSNR would be ~150 pages
. *  Would replicate content in ISO/IEC/IEEE 21840
Kickoff Decision: create a “Rosetta Stone”
Jan 2023 First |dentified SoS mapping for each of RWG terms
Draft Sent to WG for comments after IW23

Oct 2022 —
Jan 2024

SSE WG

Similar project for Systems Security

Sep 2023: Major change from Rosetta Stone format
 Want SSEs to relate to RWG product content

+ Want SEs to create better security requirements

+ Changed to use RWG term, explain SSE focus

Jan 2024

Proposal

Similar approach for SoS Guide to Requirements

2024

PLANS

Develop Guide to SoS Needs and Requirements
* Needs/Requirements/Verification/Validation Term
* SoS Focus for activity

4«?\

Guide to Security
Needs and

NRVV Term: Needs Analysis

Process of eliciting stakeholder needs and requirements, identifying drivers and
constraints, identifying risks, developing and maturing lifecycle concepts, deriving an
integrated set of needs, and baselining those needs.

Security Focus:

The use of loss-driven analysis can aid stakeholders in determining the level of
loss that can be tolerated. The analysis should produce a list of SOI capabilities
and necessary constraints, which should be prioritized based on their potential
disruption to the SOl's purpose, mission, or objectives, with the least tolerable
loss being listed as the most disruptive and the most tolerable loss being listed
as the least disruptive. In collaboration with the stakeholders, this list can be
prioritized in various ways. The prioritization could be determined by factors such
as the cost of protecting against specific capability losses, the time required to
implement secure designs, and the expected increase in assurance that a
mitigation will effectively protect against, or others.

,&:QEE ~12 pages of

text
Jan 2024
Guide to Security LateSt draft OUt
Needsa:; :::lzllrements for rev|eW, plan
S — s official INCOSE

product in 2024

you are interested to engage,

contact Beth Wilson




Relationship between SoS, Mission Engineering,
Capability Engineering and Complexity - Pending

Update
» The US Department of Defense has a new focus : . :
on “Mission Engineering” (ME) which applies * Due to time conflicts, this task
systems engineering to defense missions is still pending
drawing on SoSE capabilities along with mission « Recommend initiate now given
analysis and digital engineering. continued interest in this area
« Mission Engineering shares core characteristics (Dahmann’ Kemp, Delicado)

with ‘Capability Engineering” in the UK. Both
Mission Engineering and Capability Engineering
recognize complexity challenges.

- Based on the discussion at the joint session with Contact Judith Dahmann
Complexity, it was agreed that we would look at jdahmann@mitre.org

the relationship among SoS, Capability if you are interested to engage
Engineering, Mission Engineering & Complexity.



mailto:jdahmann@mitre.org

Heuristics

 Does the SoS WG have things to offer the
Heuristics Initiative?

I-SHARE - INCOSE Systems Heuristics Application Repository: Sharing
Systems Engineering Knowhow and Experience

& https://doi.org/10.1002/iis2.13057

Journal: INCOSE International Symposium, 2023, N2 1, p. 851-866

Publisher: Wiley

—~ Authors: Dov Dori, Dorothy McKinney, Gan Wang, Scott Jackson
INCOSE International Symposium @;

Abstract

AbstractSystems engineering (SE) is a transdisciplinary discipline that links all the engineering disciplines involved in
defining a system throughout its lifecycle. As such, SE involves heuristics to a significant extent. A heuristic relates to a
formulation based on experts' experience serving as a guide in the investigation or solution of a problem. To be
usable, heuristics should be memorable and pithy. A team of INCOSE Fellows created the INCOSE Systems Heuristics
Risk Management Working Group (RMWG) Meeting Application Repository, or I-SHARE in short, in which over 600 SE-related heuristics are curated and shared, covering

Session Track 5: Complexity, Processes, Entreprise SE

Supporting the INCOSE
Heuristics Initiative

System Engineering Heuristics for Complex Systems
Dean Beale j%« Dorothy McKinney ¢ Rudolph Oosthuizen i« Gary Smith $« Michael D. Watson i«

First published: 26 September 2022 | https://doi.org/10.1002/iis2.12932 | Citations: 2

Read the full text > = pr A, TOOLS < SHARE Tuesday, November 7, 2023 subjects that include SE competencies, lifecycle stages, expertise, operational domains, and system attributes. In this
2:00 — 3:00 PM EST (Eastern Time, US and Canada) paper, we describe the I-SHARE, the motivation and stages of its creation and compilation, and ways through which
11am-12pm PST | 1-2pm CST | 7-8pm GMT (London) | 8-9pm CET (Paris) this knowledge base can be an invaluable service to the SE community.
Abstract
Meeting Purpose: Discuss collaboration between the INCOSE This is a virtual (Zoom)
Complex systems are challenging for engineers. In considering the challenges in Risk Management WG and the INCOSE Heuristics Team. e e

Presentation Topics: 2oom “Join” and “Add to
* Quick summary of the INCOSE Heuristics effort to date e links:
* Why Working Groups (WGs) are being asked to help
* Benefits to the Risk Mgmt WG and participating members

addressing complex problems as well as designing and developing complex systems, the
INCOSE Complex Systems Working Group (CSWG) Heuristics Focus Team, in conjunction
with the INCOSE Heuristics Team, has considered a range of systems engineering
heuristics that guide the engineering of complex systems. These heuristics provide some
initial insight for understanding the engineering of complex systems. This work aims to

Contact Judith Dahmann

What processing heuristics entails
Question and Answer time

identify, develop, analyze and curate these heuristics and their potential use in dealing
with complexity and developing complex systems. This paper concludes that a range of
beneficial heuristics have been identified that cover the breadth of complex problems, as
assessed from multiple perspectives. This initial or preliminary set of heuristics needs to
be tested through practice and use across the INCOSE community before effort is
expended to make them more memorable, either individually, or as a set.

Presenters: D. Mckinney and S. Jackson, INCOSE Fellows and original members of the Heuristics Team

Dorothy has over 45 years of aerospace and research experience. She worked over 34 years at
Lockheed Martin and heritage companies, retiring from there as a Fellow Emeritus. After her
retirement, she has started and closed two companies, one a dot com start-up, Considered
Thoughtfully, and the second Advanced Systems Thinking, a systems engineering consulting firm.
She started her career at Stanford Research Institute and worked for several years at
ArgoSystems (bought by Boeing during her tenure). While working full time at Lockheed Martin,
she also served over 15 years as an adjunct professor, first at San Jose State University and later
at Portland State University. Her undergraduate degree is from Prescott College in English and

5 Systems Sciences, and graduate degrees are an MS in Computer Engineering from Stanford

McKinney  yniversity, and an MBA from Pepperdine University.

jdahmann | g
if you are interested to engage
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What is next for the SoS WG?

Open Discussion
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