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Increasing complexity

Internet Protocol (IP)-based communications
provide systemwide interconnectivity —
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Source: NASA/CR-2015 - Operatic Analysis of Distributed Systems.



Aeronautical standards
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Aeronautical standards (V-Model)
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DO326A / ED202A

1 - Plan for Security Aspects of
Certification (PSecAC)

Certificationrelated activities

7 - Communication of evidences
(PSecAC Summary)
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Security Development related activities
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Certification related activities
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DO326A / ED202A — Security Risk Assessment
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STAMP/STPA tor Security

» System Theoretic Accident Model and Process is an accident causality
model based on Systems Thinking / Systems Theory and Conftrol Theory
concepfs;

» System-Theoretic Process Analysis is a fop-down system engineering
chnigue based on STAMP for security and mission assurance analyzes;

The accident causation is expanded beyond failure events, including the
entire social-technical system, components interaction accidents, human
errors, software and system design errors.

Emergent property Controller
Control Aciicln '[ Feedback




Basic Steps of STPA for security

Foundation Phase Modelling Phase Analysis Phase
1. Define
purpose of
the analysis 2. Model
* the control
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Modelling Phase

Controller

Control Process
Algorithm| [ model

Feedback

Control Actions —

Controlled process
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DO326A / ED202A vs STPA for Security

DO326A / ED202A STPA for Security

Security scope definition Foundation phase

» |dentification of Assets 1. Define purpose of the analysis

» Definition of security perimeter Modelling phase

« Specification of security 2. Model the control structure
environment

Security Risk Assessment Analysis phase

« Threat conditionidentificationand 3. |dentify hazardous control action
evaluation 4. |dentify loss scenarios

 Threat scenario identification

« Security measure characterization
* Level of threat evaluation




Foundation Phase Modelling Phase Analysis Phase Analysis Phase
1. Define purpose of the analysis|2. Model the control structure| 3. Identify hazardous control action| 4. [dentify loss scenarios

Use Case - Flight Management System

» Mission purpose and godal
> A system to provide

= yninterrupted, aircraft current state and route from departure airport
to the destination airport

» through

= multi sensor position and velocity data, navigation database, and
communication

> In order to

= give navigation function location, frequency, elevation, and class
information for the various ground-based radio navigation systems



Foundation Phase Modelling Phase
1. Define purpose of the analysis|2. Model the control structure

Analysis Phase
3. ldentify hazardous control action| 4. Identify loss scenarios

Analysis Phase

Use Case - Flight Management System

A loss involves something of
value to stakeholders.

» | osses and Hazards

A hazard is a system state or

set of conditions that,
together with a particularset

of worst-case environmental
conditions, will lead to a loss.

H1: Violation of minimum/maximum
alfitude

L1: Loss of
life/serious

injury

L2: Loss of
persondl
identifiable
information (Pll)

L3: Loss of credibility  L4: Aircraft
In the air damage
transportation

Industry

other aircraft

H2: Violation of minimum distance to |

H3: Unconfrolled aircraft

H4: Aircraft flying off the route
specified at flight plan

H5: Unauthorized access to aircraft
equipment (electronic and physical)

Hé6: Unable to dispatch aircraft
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Foundation Phase
1. Define purpose of the analysis

Modelling Phase

Analysis Phase Analysis Phase

2. Model the control structure| 3. Identify hazardous control action| 4. Identify loss scenarios

Use Case —
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Foundation Phase Modelling Phase Analysis Phase Analysis Phase
1. Define purpose of the analysis 2. Model the control structure| 3. Identify hazardous control action| 4. [dentify loss scenarios

Use Case - Flight Management System

ATC Airline
A T .
- ACK - Authorize flight path, landing and takeoff - ACK - Maintenance
- Aircraft position - Establish aircraft position (runway) _ report| | _ Aircraft
- Aircraft identification - ISSUE‘_ Ianding/tak_eoff instructions maintenance
- Aircraft emergency - Provide electrom: raassage te=airgraft
Weather condition ol ~ :
- Accepted changes ~ Flight Crew S~ g T Maintenance crew
- Provide electronic Flight Plan l A |- Enter: ﬂ;iflﬂight plan information | . A
information/message to aircraft | -dus into the FMS o | - Equipment
tatus - Confirm the electronic flight plan \ status
| i A into the FMS |
- Update FMS during flight operation
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Automated controller (FMS) P <
“Passenger| | | : - ~ . > A - Update loadable software
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Passenger - Trajectory conflict
| - Tactical cmds
-Seat belt - Fasten seat belt N - Map scale, display selection
status - Put seat in a upright position - Weather cond.
- Seat position - stow carry-on luggage underneath - Inertial data o »
- Carry on luggage the seat or in an overhead bin - Warning indications - Send initial position _
- Aircraft status stored - put back folding trays to their full - Send roll, pitch, thrust axis cmds
- Cabin status - Folding tray upright position - Send fllght ID, Aircraft state, trajectory
- Galley status status - Send Flight plan, nav data, route data
- Enter flight plan information
- Prepare cabin and galleys - Tuning navigation cmds
for landing and take off Y - Set thrust limits
> Controlled process (aircraft)




Foundation Phase Modelling Phase Analysis Phase Analysis Phase
1. Define purpose of the analysis|2. Model the control structure| 3. Identify hazardous control action| 4. Identify loss scenarios

Use Case - Flight Management System

» Control Action (Flight crew - FMS): Enter flight plan information info the FMS

Hazardous Control Actions Security Constraints (LO)

[13] Not providing “Enter flight plan information | Cockpit crew must be able to enter flight
info the FMS” when flight plan information is | plan information.
availableg. [Hé]

[J 4} Bfoviding "Enter flight plan information into | Flight Plcm mformo’rlon must no’r'be"rom-pere;d
’.’rhe FMS” when flight plon information is | or faked. T

-
-
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[15] Providing “Enter flight plan information into | Cockpit crew must be able to enter flight
the FMS” too late when flight plan information | plan information.
Is available. [Hé]




Foundation Phase Modelling Phase Analysis Phase Analysis Phase
1. Define purpose of the analysis|2. Model the control structure| 3. Identify hazardous control action| 4. [dentify loss scenarios

Use Case - Flight Management System

» Scenario

HCA 14: Fight crew provides “enter flight plan information into the FMS” when flight plan
information is tampered or faked.

Scenarios Security Causal Factors D4 Evaluation Security Constraints (L1)
(Goal impact)

Fake flight plan informationis 5. Flight plan information can | Duration: Permanent |+ Paper based flight plan must be
be intercepted and Extent: Total numbered, signed, ...
modified. (Destroy) « Communication channel must
6. Flight plan informationis authenticate before start
not protected. transmit/receive.
7. Communication channel is *  FMS system must encrypt the
not protected. data.

orrect flight plan information is | 8. Some fields on the paper | Duration: Permanent |+ Paper based flight plan must not

rovided, but mistakes are made | based flight plan are illegible | Extent: Total have hand-written information

y the flight crew when entering (Destroy)
information info the FMS
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Foundation Phase Modelling Phase Analysis Phase Analysis Phase
1. Define purpose of the analysis|2. Model the control structure| 3. Identify hazardous control action| 4. Identify loss scenarios

STPA Ontology
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