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Increasing complexity

Source: NASA/CR–2015 - Operatic Analysis of Distributed Systems. 



Aeronautical standards



Aeronautical standards (V-Model)



DO326A / ED202A

Source: RTCA DO-326A Airworthiness Security Process 
Specification



DO326A / ED202A – Security Risk Assessment

Source: RTCA DO-326A Airworthiness Security Process 
Specification



STAMP/STPA for Security

 System Theoretic Accident Model and Process is an accident causality 

model based on Systems Thinking / Systems Theory and Control Theory 

concepts;

 System-Theoretic Process Analysis is a top-down system engineering 
technique based on STAMP for security and mission assurance analyzes;

 The accident causation is expanded beyond failure events, including the 

entire social-technical system, components interaction accidents, human 

errors, software and system design errors.



Basic Steps of STPA for security



STPA for security – Modelling / Analysis Phases



DO326A / ED202A vs STPA for Security



Use Case – Flight Management System

Mission purpose and goal

 A system to provide 

uninterrupted, aircraft current state and route from departure airport 

to the destination airport

 through 

multi sensor position and velocity data, navigation database, and 

communication

 in order to 

give navigation function location, frequency, elevation, and class 

information for the various ground-based radio navigation systems

Foundation Phase
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2. Model the control structure

Analysis Phase
3. Identify hazardous control action

Analysis Phase
4. Identify loss scenarios
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Use Case – Flight Management System

 Control Action (Flight crew  FMS): Enter flight plan information into the FMS
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Use Case – Flight Management System

 Scenario
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STPA Ontology
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