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Welcome to the INCOSE 
Webinar Series
Wednesday, 19th June 2024 – Webinar 174

incose.org

International Council on Systems Engineering
A better world through a systems approach

https://www.incose.org/
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Thank you to our 2024 
Webinar Sponsors!

Platinum Partner

Corporate Sponsor 

https://sp.slalom.com/ourfirm/studio/SitePages/templates.aspx
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Susan E. Ronning, P.E., PMP, ASEP 
s.ronning@adcomm911.com 

Susan.Ronning@incose.net INCOSE ICT Working Group

Owner & Principal Engineer, ADCOMM Engineering

• Founded in 1979; focused on Critical Communications 

Technologies for 

• Public Safety Agencies: Fire, Law, EMS

• 9-1-1 and Critical Control Room Dispatch

• Power/ Water Utilities and Transportation

• Vendor-neutral, independent consulting firm who advocates for 

our clients to ensure the right solution, using the right products 

and services at the right price. 

• Combined team with 150+ years of Expertise

• Woman-, Minority-, and Veteran- Owned

Chair, INCOSE ICT Working Group

ict@incose.net

mailto:s.ronning@adcomm911.com
mailto:Susan.Ronning@incose.net
mailto:ict@incose.net
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Presented by Virginia L. Wright

Engineering-In Cyber 
through Systems 
Engineering

INCOSE Webinar 174:
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• Piloted in 2008 

• A virtual offering aimed to provide 

relevant technical information and 

topics on systems engineering, on 

a regular basis and on an easy to 

access platform 

• Held once a month (normally on 

the 3rd Wednesday)

• https://www.incose.org/events 

About the INCOSE 
Webinar Series

Questions? Comments? Suggestions? 

Email us at webinars@incose.net! 

https://www.incose.org/events
mailto:webinars@incose.net
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More information can be found 

on Renewing Certification 

(incose.org)

*PDU – Professional Development Unit

Webinars & SEP 
PDU* Credits

https://www.incose.org/certification/after-certification/renewing-certification
https://www.incose.org/certification/after-certification/renewing-certification
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Webinar 
Cadence 

• Welcome (2-5 minutes)

• Presentation (40-45 minutes)

• Please use Q&A feature via Zoom 

to enter your questions

• Q&A Session (10 minutes)

• Questions will be selected and 

asked by the Host 

• Brief Closing (2-5 minutes)
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This Webinar is 
being recorded. 

The full recording and slide 

deck will be made available to 

all INCOSE members and 

CAB Associates within 10-12 

business days from original 

air date in the Professional 

Development Portal (PDP). 

Questions? Comments? Suggestions? 

Email us at webinars@incose.net! 

mailto:webinars@incose.net
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Presented by Virginia L. Wright

Engineering-In Cyber 
through Systems 
Engineering

INCOSE Webinar 174:
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Hello.

Virginia Wright

CIE Program Manager, 

Idaho National Laboratory

Ginger leads INL’s implementation of the National Strategy for Cyber-

Informed Engineering. She has led DOE-CESER’s Cyber Testing for Resilient 

Industrial Control Systems (CyTRICS ) program, Software Bills of Material 

for the Energy Sector, critical infrastructure modeling and simulation, and 

nuclear cybersecurity. Ms. Wright has a Bachelor of Science in Information 

Systems/Operations Management from the University of North Carolina at 

Greensboro. 
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• One in a network of 17 DOE national labs

• DOE’s lead lab for nuclear energy

• A major center for National Security

INL Background

Research in the National Interest that Maintains American Competitiveness & Security

INL Vision
INL will change the world’s 
energy future and secure our 
critical infrastructure.

INL Mission
Our mission is to discover, demonstrate 
and secure innovative nuclear energy 
solutions, other clean energy options 
and critical infrastructure.

6,122 
Employees

524 Interns $1.6 B Budget 235 Patents
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What is Cybersecurity?

Cybersecurity is the art of protecting networks, devices, and data from 

unauthorized access or criminal use and the practice of ensuring 

confidentiality, integrity, and availability of information.

-- Cybersecurity and Infrastructure Security Agency (CISA)
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What is Cybersecurity?

Cybersecurity is the art of protecting networks, devices, and data from 

unauthorized access or criminal use and the practice of ensuring 

confidentiality, integrity, and availability of information.

-- Cybersecurity and Infrastructure Security Agency (CISA)

What’s wrong with this picture?
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▪ Ransomware attacked 

business data on an IT network

▪ However, pipeline operations 

were curtailed.

▪ Why?
Joe Slowick, MITRE

Cybersecurity is not just about data
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Cyber Attack Impacts

Cybersecurity in Operational Technology

Cybersecurity Protections

Physical Processes Information Technology

Operational Technology

Engineering
Control 

Systems
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Cyber Attack Impacts

Cyber-Informed Engineering

Cybersecurity Protections Engineering Controls

Physical Processes Information Technology

Operational Technology

Engineering
Control 

Systems
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How does Cyber-Informed 
Engineering Work?
Water Booster Pump Station 
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Water Booster Pump Station

https://bmxlovesk.xyz/product_details/13200675.html

https://bmxlovesk.xyz/product_details/13200675.html
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Water Booster Pump Station

https://bmxlovesk.xyz/product_details/13200675.html

Cloud-based 
monitoring 

and control

https://bmxlovesk.xyz/product_details/13200675.html
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Water Booster Pump Station

https://bmxlovesk.xyz/product_details/13200675.html

Mechanical Time Delay Relay

Cloud-based 
monitoring 

and control

https://bmxlovesk.xyz/product_details/13200675.html
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Cyber-Informed Engineering (CIE)

• CIE uses design decisions and engineering 

controls to eliminate or mitigate avenues for cyber-

enabled attack.

• CIE offers the opportunity to use engineering to 

eliminate specific harmful consequences 

throughout the design and operation lifecycle, rather 

than add cybersecurity controls after the fact.

• Focused on engineers and technicians, CIE provides 

a framework for cyber education, awareness, and 

accountability.

• CIE aims to build a culture of security aligned with 

the existing industry safety culture.
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CIE and the Systems Engineering Lifecycle
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CIE and the Systems Engineering Lifecycle

OT Cybersecurity risk mitigations are usually 
applied here…
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CIE and the Systems Engineering Lifecycle

…but they are more effective and efficient when 
applied here.

OT Cybersecurity risk mitigations are usually 
applied here…
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CIE Principles

PRINCIPLE KEY QUESTION

Consequence-Focused Design
How do I understand what critical functions my system must ensure and the undesired 

consequences it must prevent? 

Engineered Controls How do I implement controls to reduce avenues for attack or the damage which could result?

Secure Information Architecture How do I prevent undesired manipulation of important data? 

Design Simplification How do I determine what features of my system are not absolutely necessary?

Layered Defenses How do I create the best compilation of system defenses?

Active Defense How do I proactively prepare to defend my system from any threat?

Interdependency Evaluation How do I understand where my system can impact others or be impacted by others?

Digital Asset Awareness
How do I understand where digital assets are used, what functions they are capable of, and our 

assumptions about how they work?

Cyber-Secure Supply Chain Controls How do I ensure my providers deliver the security we need?

Planned Resilience How do I turn “what ifs” into “even ifs”?

Engineering Information Control How do I manage knowledge about my system? How do I keep it out of the wrong hands?

Cybersecurity Culture How do I ensure that everyone performs their role aligned with our security goals?
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CIE Implementation Guide

Applying CIE across the SE Lifecycle
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CIE Implementation Guide https://www.osti.gov/servlets/purl/1995796

https://www.osti.gov/servlets/purl/1995796
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CIE Implementation Guide https://www.osti.gov/servlets/purl/1995796

https://www.osti.gov/servlets/purl/1995796
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CIE Implementation Guide https://www.osti.gov/servlets/purl/1995796

https://www.osti.gov/servlets/purl/1995796
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CIE Questions (Example)
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CIE Questions (Systems Engineering)
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CIE Implementation Guide https://www.osti.gov/servlets/purl/1995796

https://www.osti.gov/servlets/purl/1995796
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CIE COP and Working Group Purpose

3

4 

-

Cyber-Informed Engineering 
COP

Quarterly

11 AM ET on the 2nd Wednesday of January, 
April, July, and October

CIE Standards WG

Monthly

1st Wednesday, 9 AM MT / 11 AM ET

CIE Education WG

Monthly

3rd Wednesday, 9 AM MT / 11 AM ET

CIE Implementation WG

Monthly 

4th Wednesday, 9 AM MT / 11 AM ET

Multi-stakeholder team to aid the 

translation of CIE into technical 

requirements that can inform guidance, 

practices, and standards development

Support integration of 

CIE into engineering 

and cybersecurity 

standards

Develop curricula and 

materials that integrate 

CIE principles into 

engineering degree 

programs

Develop CIE 

implementation 

guidance and an open-

source library of 

resources
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Current Activities

Working with Standards Bodies
• IEEE PES, and others

• ISA99 – 62443

Working with Universities
• Developing curriculum guidance

• Incorporating CIE into engineering education

Working with Asset Owners

• Incorporate CIE into ongoing efforts

• Templates for cyber-informed designs

• Coming Soon: CIE module within CSET, Microgrid Analysis Workflow, CIE for OT in the 

Cloud
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CIE Resources
Websites

• DOE CESER CIE Website -- https://www.energy.gov/ceser/cyber-informed-engineering

• INL CIE Website - https://inl.gov/cie/

• NREL CIE Website - https://www.nrel.gov/security-resilience/cyber-informed-engineering.html

Publications

• CIE Implementation Guide: https://www.osti.gov/biblio/1995796

• CIE Workbook for ADMS: https://www.osti.gov/biblio/1986517

• CIE Workbook for Microgrids: https://www.osti.gov/biblio/2315001

• CIE Workbook for Water Systems: https://www.osti.gov/biblio/2371031

Articles and Briefings

• SANS ICS Concepts Video: https://youtu.be/o_vIxW6UTeg

• Industrial Cyber: CIE and CCE Methodologies Can Deliver Engineered Industrial Systems for Holistic System Cybersecurity  (June 11, 2023) 

with interviews from INL, 1898, and West Yost

• Harvard Business Review: Engineering Cybersecurity into U.S. Critical Infrastructure (April 17, 2023) by Ginger Wright, Andrew Ohrt, and 

Andy Bochman

• Shift Left video podcast on GrammaTech blog: Shifting Left for Energy Security (April 4, 2023) with Ginger Wright, Idaho National Lab and 

Marc Sachs, Auburn University

• For more CIE articles and publications, visit: inl.gov/cie

- 36 -

https://www.energy.gov/ceser/cyber-informed-engineering
https://inl.gov/cie/
https://www.nrel.gov/security-resilience/cyber-informed-engineering.html
https://www.osti.gov/biblio/1995796
https://www.osti.gov/biblio/1986517
https://www.osti.gov/biblio/2315001
https://www.osti.gov/biblio/2371031
https://youtu.be/o_vIxW6UTeg
https://industrialcyber.co/features/cie-and-cce-methodologies-can-deliver-engineered-industrial-systems-for-holistic-system-cybersecurity/
https://hbr.org/2023/04/engineering-cybersecurity-into-u-s-critical-infrastructure
https://shiftleft.grammatech.com/shifting-left-for-energy-security
https://inl.gov/cie/
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© 2022 INCOSE. All rights reserved. 

incose.org

CIE@inl.gov

Thank You!

37

https://www.energy.gov/ceser/cyber-informed-engineering
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Q&A Session

Please submit your questions in the Zoom’s Q&A feature. 
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• All the previous webinars 

are now located in the 

Professional Development 

Portal (PDP). 

Quick Reminders

• Attending a Webinar does 

count as 1 PDU credit 

towards your SEP renewal

http://www.incose.org/pdp
http://www.incose.org/pdp
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Thank you to our 2024 
Webinar Sponsors!

Platinum Partner

Corporate Sponsor 

https://sp.slalom.com/ourfirm/studio/SitePages/templates.aspx
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© 2024 INCOSE. All rights reserved. 

INCOSE.org
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