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Concept of Trust in computing systems

• In computing systems, there is a defined 

relationship between dependability and trust. This 

relationship is defined by the dependence of one 

system on another, and the acceptance that the 

other system is also dependable. [Avižienis, et al, 2004]. 

• This dependence can be either human/machine or 

machine/machine. 
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Attribute Taxonomy

5

Dependability

Availability

Reliability

Safety

Integrity

Maintainability

Attributes

Faults

Errors

Failures

Threats

Prevention

Detection

Recovery

Removal

Effects

Dependability Trust

adapted from Avižienis

et al, 2004. Basic Concepts and 

Taxonomy of Dependable and Secure 

Computing, IEEE Transactions on 

Dependable and Secure Computing



Taxonomy
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Security Taxonomy

7

SecurityDependability

Availability

Reliability

Safety

Confidentiality

Integrity

Maintainability

Authorization
Authentication

Attributes

Faults

Errors

Failures

Compromise

Threats

Prevention

Detection

Recovery

Removal

Effects

Related concerns 

for Dependability 

and Security

adapted from Avižienis

et al, 2004. Basic Concepts and 

Taxonomy of Dependable and Secure 

Computing, IEEE Transactions on 

Dependable and Secure Computing

Trust



Social
Systems

Cyber
Systems

Physical
Systems

Complexity

World of possibility

World of probability

World of certainty

Mathematical models

Simulation models

Artificial models Complex systems

Large-scale systems

Analytic  systems

Model world Real world

Big dataSmall laws

Big laws Small data

Merton’s 
Law

Newton’s 
Law

Modeling  error Ɛ

B
u

ild
in

g 
Tr

u
st

From: Fei-Yue Wang, et al. Parallel intelligence: toward lifelong and eternal developmental AI and learning in cyber-physical-social spaces

Complexity vs. Intelligence: the cognitive gap

Deterministic

Stochastic



Characterizing error
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Figures from: Selker, R., van den Bergh, D., Criss, A.H. et al. Parsimonious estimation of 
signal detection models from confidence ratings. Behav Res 51, 1953–1967 (2019).



Trust in ML
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Is explainability a 

core attribute of 

ML-based systems? 

Or is it just doing 

the work to reduce 

the error rates? 



Maturity of Facial Recognition Systems

Facial recognition error rates in testing conducted by the National 
Institute of Standards and Technology (NIST):

• In 2014, the leading algorithm had an error rate of 4.1%

• In 2018, the leading algorithm had an error rate of 0.5%

• In 2020, the leading algorithm had an error rate of 0.08%
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